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Preface

When | first heard about EVE-NG | was skeptical. Back then | used to Lab mainly with ESX by
deploying many virtual Devices and connecting them manually by separate vSwitches for Point-
to-Point connections. The Problem with that was, that it was extremely time-consuming and did
not scale - for every new Device | had to create multiple vSwitches to interconnect them with
the virtual Machines - a Nightmare. | was in the middle of my JNCIE-Exam-Prep when | first
saw EVE-NG on Twitter - | downloaded the Community Edition, which was the only Edition
back then and | was amazed how easy Labbing all of a sudden was. No more deploying of
vSwitches to interconnect nodes and boy did it Scale...

If you follow me on Twitter you know, that I'm one of the hardest Juniper Fanboys and of course
my Goal was to "Juniperize" EVE. | started to get in touch with Uldis and Alain and found myself
into the Position as one of the Juniper Test Guys. Meanwhile | added nearly all Juniper related
Devices (including cSRX and JATP) and | still test a Lot - but now on EVE-Pro.

The Pro-Edition was a big step forward for the Project. It added some nice Features like "hot-
add-interconnect" and the Ability to use EVE-NG with multiple Users. Especially Companies
will love EVE as it is THE Solution for Labs and PoC's. | have successfully run over 30 PoC's
in EVE and over 100 Labs (Job-Related and Personal Labs) - and | still enjoy it every day
thanks to EVE and the amazing Team behind it. When the Guys asked me to write the
Introduction | was of course honored and now this Book is finally coming out to help you on
your Quest to Setup, Run and Manage EVE-NG in a lot of possible ways.

Well - enough from my Side. | hope you enjoy this Cookbook and use it wisely for your Everyday
EVE Work. If you have Problems there is always the EVE-Forum and Live-Helpdesk - you will
also find me there from time to time ;)

| wish you happy reading and if you think, that this Product is amazing feel free to support it by
buying the PRO-Edition or Donating a bit — it helps to expand this already cool Product even
more and it also honors all the work that the Guys spent in it.

Christian Scholz
@chsjuniper
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1 Introduction

1.1 What is EVE-NG?

To describe what Emulated Virtual Environment — Next Generation (EVE-NG) is without solely
stating dry facts about features, we need to elaborate more on what EVE-NG can be used for
and whom it would be useful for.

In some trivial dry words, EVE-NG gives you tools to use around virtual devices and
interconnect them with other virtual or physical devices. Many of its features greatly simplify the
usabilities, re-usability, manageability, interconnectivity, distribution and therefore the ability to
understand and share topologies, work, ideas, concepts or simply “labs”. This can simply mean
it will reduce the cost and time to set up what you need or it might enable you to do tasks you
would not have thought could be done this simple.

1.2 What is EVE-NG used for?

This is the real question but there is no finite answer, the possibilities are almost limitless and
depends on what you want to use it for.

It can be used for studying all kinds of technologies. You can learn about general technologies
or vendor specific topics. You can test new technologies like network automation, SDN, etc.

It can be used to recreate corporate networks and test changes before putting them into
production. You can create proof of concepts for clients. You can troubleshoot network issues
by recreating them and e.g. use Wireshark to inspect packets.

It is most definitely not just for networking, it can be used to test software in simulated networks,
test out security vulnerabilities of any kind, system engineering like LDAP and AD servers and
many more areas.

You could set it up to automate sandboxing unknown files/software and use software to analyse
short and long term behaviour for malicious intent much simpler than without EVE-NG.

The list of what EVE-NG can be used for could go on indefinitely, possibilities are limited by
knowledge and imagination only. Both of which can be improved with EVE-NG.

To get a very small idea of what can be done with EVE-NG, check out the tested/supported
images (many have not been tested, almost everything virtual should run on EVE-NG) and refer
to section 12.

EVE-NG helps you achieve what you want to and more.

1.3 Who is EVE-NG for?

EVE-NG is for everyone working in the Information Technology Sector, period.

It is for very large enterprise companies, training facilities, service providers, consultants,
people who want to train themselves; it is for everyone, it is for YOU!

Use-cases that are more than worth it, almost priceless even, can be found everywhere.

The EVE-NG community version is free for everyone; while the paid professional version adds
a few things that make your life easier. Almost everything can still be done with the free version,
just less conveniently and therefore more time-consuming.

However, with the free version, the possibility to train yourself with technologies, hone your
skills and become an expert even with very no monetary possibilities. For some this is and has
been life changing.
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2 System requirements

EVE-NG is available in the OVA or ISO file format. The Open Virtual Appliance (OVA) format
is an archive (TAR) which packages disks and configuration files that are used to describe a
virtual machine. It can be used to deploy a VM in hypervisors like VMware Workstation, Player
and ESXi. Please note that installing EVE as a Virtual Machine (VM) will mean any nodes
deployed within EVE will be nested. Nested virtualization causes degraded performance in
deployed nodes. This should be fine for lab purposes as long as the host meets or exceeds the
resource requirements for the deployed nodes.

EVE-NG can also be installed directly on physical hardware, without a hypervisor, using the

provided ISO image. This is referred to as a “bare metal” install and is the most recommended
method of installing EVE-NG.

2.1 Hardware requirements

2.1.1 Minimal Laptop/PC Desktop system requirements
Prerequisites:

CPU: Intel CPU supporting Intel® VT-x /EPT virtualization
Operating System: Windows 7, 8, 10 or Linux Desktop
VMware Workstation 12.5 or later

VMware Player 12.5 or later

PC/Laptop HW requirements
CPU Intel i5/i7 (4 Logical processors), Enabled Intel virtualization
in BIOS
RAM 8Gb
HDD Space 40Ghb
Network LAN/WLAN
EVE Virtual machine requirements
CPU 4/1 (Number of processors/Number of cores per processor)
Enabled Intel VT-x/EPT virtualization engine
RAM 6Gb or more
HDD 40Gb or more
Network VMware NAT or Bridged network adapter

Note: Minimal PC Desktop/Laptop will be able to run small Labs. The performance and quantity
of nodes per lab depend on the types of nodes deployed in the lab.

Example:
IOL image-based nodes: up to 40-50 nodes per lab

Dynamips image-based nodes: up to 20-25 nodes per lab
vlOS image-based nodes: up to 8-10 nodes per lab
CSRv1000 or XRv image-based nodes: up to 2-3 per lab
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2.1.2 Recommended Laptop/PC Desktop system requirements
Prerequisites:

CPU: Intel CPU supporting Intel® VT-x /EPT virtualization
Operation System: Windows 7, 8, 10 or Linux Desktop
VMware Workstation 12.5 or later

VW Ware Player 12.5 or later

PC/Laptop HW requirements
CPU Intel i7 (8 Logical processors), Enabled Intel virtualization in
BIOS
RAM 32Gb
HDD Space 200Ghb
Network LAN/WLAN
EVE Virtual machine requirements
CPU 8/1 (Number of processors/Number of cores per processor)
Enabled Intel VT-x/EPT virtualization engine
RAM 24Gb or more
HDD 200Gb or more
Network VMware NAT or Bridged network adapter

Note: PC Desktops/Laptops will be able to run small to medium Labs. Performance and quantity
of nodes per lab depend on the type of nodes deployed in the lab.

Example:
IOL image-based nodes: up to 120 nodes per lab

vIOS image-based nodes: up to 20-40 nodes per lab
CSR image-based nodes: up to 10 per lab

2.1.3 Virtual Server system requirements
Prerequisites:

CPU: Intel Xeon CPU supporting Intel® VT-x with Extended Page Tables (EPT)
Operation System: ESXi 6.0 or later

Server HW requirements
CPU Recommended CPU 2x Intel E5-2650v3 (40 Logical processors)
or better supporting Intel® VT-x with Extended Page Tables
(EPT)
Minimum CPU is any Intel Xeon CPU supporting Intel® VT-x
with Extended Page Tables (EPT)

RAM 128Gb
HDD Space 2Thb
Network LAN Ethernet
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EVE Virtual machine requirements
CPU 32/1 (Number of processors/Number of cores per processor)
Enabled Intel VT-x/EPT virtualization engine
RAM 64Gb or more
HDD 800Gb or more
Network vSwitch/VMnet

Note: Performance and quantity of nodes per lab depends from the type of nodes used in the
lab.

Example:

120 IOL image-based lab
20 CSRv1000 image-based nodes per lab

2.1.4 Dedicated Server (bare) system requirements
Prerequisites:

CPU: Intel Xeon CPU supporting Intel® VT-x with Extended Page Tables (EPT)
Operation System: Ubuntu Server 16.04.4 LTS x64

Server HW requirements
CPU Recommended CPU Intel E5-2650v3 (40 Logical processors) or
better supporting Intel® VT-x with Extended Page Tables (EPT)
Minimum CPU is any Intel Xeon CPU supporting Intel® VT-x
with Extended Page Tables (EPT)

RAM 128Gb
HDD Space 2Thb
Network LAN Ethernet

Note: Performance and quantity of nodes per lab depends from type of nodes used in the lab.

2.1.5 Nodes per lab calculator

Itis recommended to use the “nodes per lab calculator” to achieve best performance and avoid
overloading your EVE system.

https://docs.google.com/spreadsheets/d/1J6JIXHcid A661grBOu73rfFOeoHPhGHIi9iJb1zI0Qp
E/edit#qgid=0

2.2 Supported virtualization platforms and software
e VMware Workstation 12.5 or later
e VMware Player 12.5 or later

e VMware ESXi 6.0 or later
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2.3 Unsupported hardware and systems

The following are currently not supported:

Ubuntu Server 16.04 LTS as platform for bare metal

Google Cloud Platform

AMD CPU based PC or Server
VirtualBox virtualization

Citrix XenServer

Microsoft HyperV

Ubuntu 17.X or 18.x as platform
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3 Installation

3.1 VMware Workstation or VM Player

3.1.1 VMware workstation EVE VM installation using ISO image
(preferred)

Download EVE-NG Community ISO distribution image:
https://www.eve-ng.net/downloads/eve-ng-2

3.1.1.1 EVE VM Setup and Settings

Step 1: Create a New Virtual machine Step 2: Select “I will install the operating
system later”
Mew Virtual Machine Wizard x Mew Virtual Machine Wizard X

Guest Operating System Installation
A virtual machine is like a physical computer; it needs an operating

Welcome to the New Virtual system. How will you install the guest operating system?
Machine Wizard Instal from:
() Installer disc:
What type of configuration do you want? =
1 4 — DVD RW Drive (D:) v
__ (®) Typical (recommended)
WORKSTATION Create a Workstation 14.x virtual maching
§ in a few easy steps.

() Installer discimage file {isa):

(O Custom (advanced) G: \Install\Linux finuxmint-16-cinnamon-dvd-32bit.iso Browse...
Create a virtual machine with advanced
options, such as a SCSI controller type,

‘ wvirtual disk type and compatibility with
older VMware products. (®) I will install the operating system later,

The virtual machine wil be created with a blank hard disk.

Help < Back Cancel Help <Back | | Next > | | Cancel
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Step 3: Select a Guest Operating system: Step 4: Enter the name for your EVE-
Linux and select the version: Ubuntu 64-bit | COMM VM and select Location where your
EVE VM will be stored on the host PC.
Mew Virtual Machine Wizard X
Select a Guest Operating System Mew Virtual Machine Wizard X
Which operating system will be installed on this virtual machine?
Name the Virtual Machine
What name would you like to use for this virtual machine?
Guest operating system
O h‘flicrusuﬂ Windows Virtual machine name:
(®) Linux
() Novel NetWare | EVE-COMM |
() solaris
O vMware ESX Location:
O other [ evEcomm | [Eromse...
Version The default location can be changed at Edit > Preferences.
Ubuntu 64-bit ~
Help < Back Cancel
< Back Next > Cancel
Step 5: Type your desirable HDD size and | Step 6: Press Customize Hardware
select “Store virtual disk as single file”.
MNew Virtual Machine Wizard %k
Mew Virtual Machine Wizard x Ready to Create Virtual Machine
. . ~ Click Finish to create the virtual machine. Then you can install Ubuntu
Specify Disk Capacity 54-bit.,
How large do you want this disk to be?
The virtual machine will be created with the following settings:
The virtual machine's hard disk is stored as one or more files on the host computer's MName; EVE-COMM ~
physical disk. These file(s) start small and become larger as you add applications . .
files, and data to your virtual machine. ' tlnca.nnn. \GA‘. \E:sEt-aCﬁOMTS
ersion: orl on 15.x
Maximum disk size (GB): 200 |2 Operating System: Ubuntu 64-hit
Recommended size for Ubuntu 64-bit: 20 GB
Hard Disk: 200 GB
Memory: 15384 MB
(®) Store virtual disk as a single file Network Adapter:  NAT
Other Devices: 3 CPU cores, CD/DVD, USB Controller, Printer, Sound... %

(D) split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce perfarmance with very large disks.

Hardwi

Cus’

< Back Finish Cancel

Help < Back Cancel
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Step 7: Assign desirable memory

Hardware

Step 8: Set Processors “Number of
processors” and “Number of cores per

% | processor”. Set Intel VT-x/EPT Virtualization
engine to ON (checked).
Spedify the amount of memory allocated to this virtual
[ Processors 1
“JNew CD/DVD (SATA)  Auto detect Memory for this virtual machine: | 16384 =5 MB . .
Eenorcnipier o NOTE: VMware Player will display only one
&3 uss controler Present . )
Yomcns wd ne - q CPU option: Number of processors.
%66 @l
Soisplay Auto detect =@ [ Maximum recommended memory
4GB (Memory swapping may
s oceur beyond this size.) Hardware x
1ce q 8.068
S12 1B < @ Recommended memory Device Summary Processors
iz :f; 168 W viemory @ Humber of processors: E ~
[ Processars 8 Number of cores per processor: |1 ~
& ME [ Guest OS recommended minimum “)New CO/DVD (SATA)  Auto detect Totl processor cores 3
2me 512MB TS Netnork Adapter NAT °
e mE Us8 Controller Present Vitualzation engine
i :z gi::::, card S:J::E:i'm Virtualize Intel VT-%/EPT or AMD-V/RVI
!D\splsv Auto detect Virtualize CPU performance counters
[ virtualize IOMMU (I memory management unit)
i) The virtual machine will use up to 768 MB of this memory
for graphics memory. You can change this amount in the
Display settings page.
Add. Remove
b
Add. Remove
Step 9a: Select your desirable Network Step 9b: Select your desirable Network
Adapter. Laptop PC Adapter. Desktop PC
NOTE: It is recommended to choose the NOTE: Desktop PC EVE management
NAT adapter option for Laptops to avoid interface can be either NAT or Bridged to
EVE management interface IP changes. home LAN subnet.
This can happen anytime the laptop is
connected to a different SSID Hardvare Desktop PC x
Device Summary Device status
R 5 vemory 16GB connectzd
Hardware Laptep or Desktop PC X [ Processors s [ Connect at pawer on
“)JNew CD/DVD (SATA)  Auto detect
-y, 1568 Connected S Contraller Present (@ Bridged: Connected drectly to the physical network
[w] p:;::;:m 8 Connect at power on gﬁu”d Card Auto detect [IReplicate physical network connection state
(%3 Printer Present
Em detect [ B0isplay Auto detect 8:”( Usled :: shsr;&veﬁh‘usis :; ad:‘r?;s‘ .
EJUsE Controller Present (O Bridged: Connectad directy to the physical network iost-only: A private network shared with the hos
@) Sound Card Auto detect Repiicate physical network connection state O Custom: Speciic vitua network
SiPrinter Present ® VMnetd
Mpisplay Auto detect NAT: Used to share the host's IP address .
(O Host-only: A private network shared with the host Ovan segment:
(O cCustom: Specific virtual network
(et LAN Segments... | | Advanced...
(O LAN segment:
LAN Segments. Advanced
Add... Remove
Add. Remove
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Step 10: Select CD/DVD Option: “use 1ISO Step 11: Confirm VM Settings.
image file.” Browse to your downloaded
EVE-Community.iso (actual name can be
different) file

] Connect st porier on

Comnection
O use physical drive:
Auto detect

® Use 150 image fle:
[crEvEnNGEVED161126.50 | [Browse

Advanced,

Add, Remove

3.1.1.2 EVE-NG VM Installation steps

!\ Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE ISO
installation requires internet access to get updates and install the latest EVE-PRO version from
the EVE-NG repository. DNS must work as well, to check it, do a named ping, for example ping
www.google.com

EVE VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)

Step 1: Power ON EVE VM. Chose English | Step 2: Be sure that “Install EVE VM is
and confirm with Enter. highlighted. Confirm with Enter.
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Language

MakeaoHCKN
Malayalam

Marathi

Burmese

Nepali

Nederlands

Norsk bokmal
NOrsk nynorsk

Pun jabi (Gurmukhi)
Polski

Portugués do Brasil
Portugués

Romana

PycCkni
Samegillii
El

Amharic
firabic
fAisturianu
EBenapyckasa
Brarapckn
Bengali
Tibetan
Bosanski
Catald

Francais
Gaeilge
Galego
Gujarati
i
Hindi
Hrvatski
Magyar
Bahasa Indonesia
Cestina Islenska
Dansk Ttaliano
Deutsch B
Dzongkha Jobanpo
EARNULEH Kazak
Khmer
ES A

Tamil
e
Thal
Tagalog
Tiirkce
Uyghur
YKpaiHcbKa
Tiéng Vigt
TR )
7 (EEE8)

Esperanto
Espafiol TH=301

Eesti Kurdi
Euskara Lao
Lietuviskai
Latviski

sloventina
slovendtina
Shoip
CpAckm
Svenska

Howis
Suomi

bility F6 Ot
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ubuntu®

F1 Help F

Step 3: Make sure that English is selected
and confirm with Enter.

Choose the language to be used for the installation process. The selected langusge will
also be the default language for the installed system

Language:

- Mo locallzatlon
shaip

Astur anu
Euskara
benapycran
- Bosanski
EbArapcsi
Catald
Chinese (Sinplified)
Chinese (Traditional}

EXAnwL ki

<Ga Backs

Enters activates buttons

Step 4: You can select your own Location,
or later, after management IP assignment,
location will be set automatically. You can
leave United States. Confirm with Enter.

The selected location will be used to set your time zone and also for example to help
select the system locale. Mormally this should be the country uhere you 1ive

This 15 & shortlist of locations based on the language you selected. Choose “other'' if
vour location is not listed.

Country, territory or area:

Antigus and Barbuda
Australia

Botsuana

Canada

Hong Kong

India

Ireland
New Zealand

Nigeria
Phillopines
singapore
South Africa
United K
Zzamhla
2imbabue
other

<Go Back>

er> activates buttons

Step 5: DHCP ENABLED, EVEs hostname
by default is eve-ng. You can change it if

you wish. Using the Tab key select continue
and confirm with Enter. Continue to Step 14

Step 6: DHCP DISABLED/Static IP setup. If
you have not enabled DHCP in the network,
you must assign an IP address manually.
Confirm Continue with Enter.
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[!] Configure the network

Flease enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't

Know what your hostname should be, consult your network administrator. If you are setting
up your oun hose network, you can make something up here.

Hostname:
T

<G Back> <continue>

sctivates buttons

work
k sutoconf lguration failed

Your network is probably not ng the DHCP protocol. Alternatively, the DHCP server may
be 510w o~ Some network hardware 1S not working properly.

Step 7: Confirm selection “Configure network
manually” with Enter

From here you can choose to retry DHCP neteork autoconfiguration (uhich may succeed if
your DHCP server takes a long time to respond) or to configure the network manually. Some
DHOP servers require a DHCP hostname to be sent by the client, so you can also choose to
retry DHCP network autoconfiguration with a hostnase that you provide.

Network conf iguration method:

Retry network autoconfiguration
Retry network autoconf iguration with a DHCP hostname

Do not configure the network at this time

<Go Back>

Step 8: Enter your desirable EVE
management IP, using the Tab key select
“Continue” and confirm with Enter

The 1P address is unique to your computer and mey be:

* four numbers separated by periods (IPvd);
* blocks of hexadecinal characters separated by colons (IPV6).

You can also opticnally append a CIOR netmask (such as “/24").

If uou don't know what 1o use here, consult your network administrator.
TP address:
Lassaiize—mee e Ss

<Go Back>

Step 9: Enter your subnet mask, using the
Tab key select “Continue” and confirm with
Enter

Step 10: Enter your Gateway IP, using the
Tab key select “Continue” and confirm with
Enter
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1] Conflgure the network

The netmask is used to determine which machines are local to your network. Consult your
netuork administrator if you do not know the value. The netmask should be entered as
four numbers separated by periods.

Netmask:

{Continue

G0 Backy

The gatewsy is an IP address (four numbers separated by periods) that indicates the
gateway router, also knoun as the default router

1 traffic that goes outside your LAN
In rare circumstances, wou

(for Instance, to the Internet) ls sent through this router.
i 1f wou don't know the proper

may have no router; in that case, you can leave this blank.
ansuer to this question, consult your network administrator,

Gateway:

<Go Back>

Step 11: IMPORTANT. The name server
must be able to resolve public DNS entries
and will be used during the next install
steps. Enter your name server IP, using the
Tab key select “Continue” and confirm with
Enter

{7 eveemo

1) Home

[11] configure the networt
The name servers are used to look up host names on the network. Flease enter the IP
addresses (not host names) of up to 3 name servers, separated by spaces. Do not use
comas. The first name server In the 1ist wlll be the first to be gueried. If you don't
went to use any name server, just leave this field blank.

Name server addresses:

<Go Backs

Enter> activates buttons

2y selects;

Step 12: EVEs hostname by default is eve-
ng. It can be changed if you wish, using the
Tab key select continue and confirm with

Enter

£ Home

) evE-pRO

1 Configure the networ

Please enter the hostname for this system.

The hostname is a single word that identifies uour system to the network, If wou don't
know what your hostname should be, consult your netuork administrator. If you are setting
Up your own home network, you can make something up here.

Hostname:

<cont Lnues

<GB0 Backs
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Step 13: Enter your networks domain name.
You are free to use anything you like, for
example: eve-ng.net

Using the Tab key select continue and
confirm with Enter

The domain nome is the part of your Internet address to the right of uour host name, It
is often something that ends in .com, .net, .edu, or .org. If you are setting up a home
network, 4ou can make something up, but make sure you use the same domaln name on all
uour computers.

Domaln name:

<Go Backy

Step 14: If your DNS IP settings are correct,
Ubuntu will detect your location automatically
by connecting to Ubuntu servers. Confirm
with Enter.

Based on your present physical location, your time zone s Europe/London.

If this is not correct, you may select from a full list of time zones instead.

Is this time zone correct?

<Go Backy oy

<Tab> mav

Step 15: If you have a proxy in use for your
internet access, enter your network proxy
settings. If no proxy is used, select Continue
with the Tab key and confirm with Enter.

If you need to use a HTTP proxy to access the outside world, enter the proxy information
here. Otherwise, leave this blank.

The proxy informstion should be given in the standard form of

“http: /7 [ [user] [:pass]a] host [:port]

HTTP proxy information (blank for none) :
e ——

<B0 Backs <Cont Lues

Step 16: Select no automatic updates and
confirm with Enter. Security updates can
later be run manually from EVE cli.

fienlylng updates on a frequent basis is an irportant part of keeping your system secure.

By default, updates need to be applied menually using package menagement tools.
Rlternatively, you can choose to have this system automatically download and install
security updates, or you can choose ta manage this sustem over the ueb as part of a groun
of systems using Canonical's Landscape service.

How do you want to manage upgrades on this system?

B dates
Install security updates automatically
Hanage sustem with Landscape

EVE VM Installation Phase 2 (EVE installation)

Step 17: After the “Finish the installation”
screen appeared, DO NOT remove CD ISO
from the VM or hit Enter continue. First, we
have to verify that EVE is ready for the
installation phase 2.

Step 18: Without powering off your EVE VM,
open the EVE VM settings and make sure
that CD/DVD ISO “Device status connected”
and “Connect at power on” is checked.
Confirm with OK.
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Installation c

Installation is complete, so it Is 1o boot your new system, Hake sure 10 remove
the installatlon media (CD-ROM, flopnles), so that you boot into the new sustem rather

than restarting the installation.

<Go Back>

Step 19: Return to the EVE console screen | Step 20: Once the EVE login screen appears,
and continue with Enter, the EVE VM will | login to the CLI with root/eve and continue
reboot and finish the installation phase 2 with installation phase 3

Installation is conplste, 5o it is tiy s system. WaKe sure 10 remove
the ion vedia (E0-A0W, flopoies) to the n rather

EVE VM Installation Phase 3 (Management IP setup and updates)

Step 21: Setup EVEs Management IP | Step 22: After your EVE is rebooted,
address. A Static IP address setup is
preferred. Login to EVE CLI and type:

Follow steps in section: apt update
apt upgrade

3.5.1 for static IP, 3.5.2 for DHCP IP

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 12
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3.1.2 VMware workstation OVA deployment

Download EVE-NG Community OVA image:
http://www.eve-ng.net/downloads/eve-ng-2

3.1.2.1 Deployment and VM machine settings

Step 1: VMware workstation or VM Player,
Menu File/Open

Fie ES Vew VM b Hep

I ew Virtual Machine..

WORKSTATION 15 PRO™

=
® f 2
Creste 8 New Open a Virtual Connect to a
Ve ek &2

Step 2: Browse your downloaded EVE-
Community.OVA file, followed by Open

Step 3: Browse your desired EVE VM store
destination followed by Import

WORKSTATION 15 PRO™

[ A =
Impart Virtual Machine X
y Connect 1o a
Store the new Virtusl Machne -

Provide a name and ocal sturage path for the new
el machre

Mme for the new v tusl maching:

v Commrty

‘Storage path for the new vrtual machine:
crecm

el Import

Cancel

Step 4: Open your EVE VM Settings and set
the desired RAM.

(5 Home

I—D EVE Community

1 £V Community

e —— e

Y ESIMemory 16GB Conmcted
Erprocesear N ) Connezt at pomer on

S | Srdosssy o

| Sonatwork adsoter  eridged (Automanc) etk connection
] S8 Controler Present O Briaged: Cornected drectly 1o the physcal netwark
Cpsatay Lmonitor Repicate ph

ysicalretwark connecton state
(@ NAT: Used 1 share the hosts  address
) Host-anly: & prvete retwerk shered with the hast
O)custom: Speciic vitual network

mnera
O)LAN segment:

LA Segmants...
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Step 5: IMPORTANT Set CPU Number of
Cores and number of cores per processor.
Set Intel VT-X/EPT Virtualization engine to
ON (checked).

NOTE: VMware Player will display only one
CPU option: Number of processors.

Virtuzl Machine Settings x

Herdware  options

Processors

. Memory 1668 Number of processors: 8
[ Processors 8 Number of cores per processar: |1
B2 b3

USB Controller Present

Virtualization engine
Sipisplay 1moritor

Virtualize Intel VT-x/EPT or AMD-V/RVL
[Virtualize CPU performance counters

Add... Remave

Step 6: Laptop PC Select your desirable
Network Adapter.

NOTE: It is recommended to choose the
NAT adapter option for Laptops to avoid
EVE management interface IP changes.
This can happen anytime the laptop is
connected to a different SSID.

Hardware Laptop or Desktop PC X

Device Summary Device status
 Memory 16GB Connected
[ Processors s Connect at power on
“JNew CD/DVD (SATA)  Auto detect
i Network Adapter [ Network connection
USa Contralier Present (O Bridged: Connected directly to the physical network
&) soun card Auto detect Repicate physical network connection state
iprinter Present
Blpisplay Auto detect (®) NAT: Used to share the host's [P address

(O Host-only: A private network shared with the host

O custom: specific virtual network

VMneto
Q) LAN segment:
LAN Segments... | Advanced...
Add Remove

Step 7: Desktop PC Select your desirable
Network Adapter.

NOTE: Desktop PC EVE management
interface can be either NAT or Bridged to
home LAN subnet.

Hardware Desktop P x

Device Summary Device status
= vemary 1568 Comecied
[ Processors 8 Connect at power on
“JNew CD/DVD (SATA)  Auto detect
L= Network Adapter Bridged (Automatic) Network connection
USE Controller Present (® Bridged: Connected directly to the physical network
&) sound card Auto detect [IRepicate physical network connection state
(=hprinter Present
Bpisplay Auto detect (O NAT: Used to share the host's IP address

(O Host-only: A private network shared with the host

O Custom: Spedific virtual network

VMnetd
(O)LAN segment:
LAN Segments. Advanced.
Add... Remave

Step 8: Power ON your EVE VM and follow
Management IP setup instructions described
in section 3.5.1 for Static IP or 3.5.2 for
DHCP IP.
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A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 12

3.1.2.2 OVA VM update to the latest EVE version

Step 9: Make sure if your EVE OVA VM is up to date to the newest EVE version.
Follow the steps described in section 4.

3.1.2.3 OVA VM HDD Size expansion

A\ IMPORTANT NOTE: DO NOT expand the current EVE OVA HDD. To expand your EVE
system size, please follow Troubleshooting section 11.2

3.2 VMware ESXi

3.2.1 VMware ESXi EVE installation using ISO image (preferred)

Download EVE-NG Community ISO installation image:
http://www.eve-ng.net/downloads/eve-ng-2

3.2.1.1 EVE-NG ESXi VM Setup and Settings

Step 1: Upload EVE ISO image to the ESXi | Step 2: Create NEW VM
store.
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Step 3: Enter the name for your EVE-PRO
VM and select Guest Operating system
Linux and version: Ubuntu 64-bit

Step 4: Select Location where your EVE VM
will be stored in HDD.

1 Select creation type
2 Setecta mame and guest 05
¥

4 Customs setings

5 Ready o complets.

Select storage

o6 5t o Selecteal Select e S S8nalion dalaslore for

Fme v |Tme
2847568

217808 vHess

o ||

Step 5: IMPORTANT Customize your EVE
VM CPU Settings. Set CPU Number of
Cores and number of cores per processor.
Set Intel VT-x/EPT Virtualization to ON
(checked).

Customize settings

nnnnnnnnnnnnnnn

Step 6: Assig desirable RAM for your EVE

1 Seloct creation fype
va
¥ 3 Select storage
v

Customize settings

a0 itsal machine 300

[PVRATaBRER "] M Options

5 Ready to complete —

Step 7: Set the size of HDD for your new
EVE VM. It is recommended to set “Thick
Provisioned eagerly provisioned”. Server
EVE HDD is recommended to set at least
500Gb

Step 8: Set your Management network.
Adapter type VMXNET3
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added for further use.

Step 10: Set DVD drive to “Datastore ISO
File” and browse your uploaded EVE-
PRO.iso. Make sure that Status is checked
ON, “Connect at power on”

Step 9: Add new device to your EVE VM,
CD/DVD

) CODVD ane

3.2.1.2 EVE-NG ESXi VM Installation steps
A Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE
ISO installation requires internet access to get updates and install the latest EVE-PRO
version from the EVE-NG repository. DNS must work as well, to check it, do a named
ping, for example ping www.google.com
EVE ESXi VM Installation from ISO has 3 Phases

Phase 1 (Ubuntu installation)

Step 1: Power ON EVE VM. Chose English
and confirm with Enter.

Step 2: Be sure if “Install EVE VM” is
highlighted. Confirm with Enter.
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Language
MakeaoHcku
Malayalam
Marathi
Burmese
Nepali
Nederlands
Norsk bokmal
Norsk nynorsk
Pun jabi (Gurmukhi)
Polski
Portugués do Brasil
Portugués
Romé&na
Pycckui
Samegillii
#Tene
Slovencina
Slovenscina
Shaip

Cprickun
Svenska

Amharic
Arabic
fAsturianu
Benapyckaa
bvarapckn
Bengali
Tibetan
Bosanski
Catala
Cestina
Dansk
Deutsch
Dzongkha
EANVLKE
English
Esperanto
Espafiol 8301
Eesti Kurdi
Euskara Lao
Lietuviskai
Latviski

Francais
Gaeilge
Galego
Gujarati
iy
Hindi
Hrvatski
Magyar
Bahasa Indonesia
Islenska
Italiano
BAE
Jobagao
Kasak
Khmer
3373

Tamil
S0
Thai
Tagalog
Turkce
Uyghur
YKpaiHcbKa
Tiéng viét
(T )
37 (F )

Woes
Suomi

EVE-NG Community Cookbook
Version 1.02

ubuntu®

Step 3: Make sure if English is selected and
confirm with Enter.

Choose the language to be used for the installation process. The selected language will
also be the default language for the installed system.

Language:

- No locallzation
- Shaip

= e
- Asturianu
a

wiifled)

G0 Back

Step 4: You can select your own Location,
or later, after management IP assignment,
location will be set automatically. You can
leave United States. Confirm with Enter

our time zone and also

for exanole to help
uld be the country why 1

The selected locatlon will be used to
select the system locale. Normally th

This it on the language you selected
your

Country, territory or area:

a and Barbuda

anada
Hong Kong
India
Ireland

New Zealand
Nig

Phi

2inbabue
other

Enter> activates buttons

Step 5: DHCP ENABLED, EVEs hostname
by default is eve-ng. You can change it if

you wish. Using the Tab key select continue
and confirm with Enter. Continue to Step 14

Step 6: DHCP DISABLED/Static IP setup. If
you have not enabled DHCP in the network,
you must assign an IP address manually.
Confirm Continue with Enter.
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Please enter the hostname for this system.  Conf | the
The hostname is a single word that identifies your system to the network. If you don't
know what your hostname should be, consult your netuork administrator. If you are setting
up your oun home network, you can make something up here.

Network autocont iguration failed
Your network is probably not using the DHCP protocol. Alternatively, the DHCP server may
be slow or some network hardware is not working properly.

Hostname:

<Go Back» <cont inue>

Step 7: Confirm selection “Configure network | Step 8: Enter your desirable EVE
manually” with Enter management IP, using the Tab key select
“Continue” and confirm with Enter

From here you can choose to retry DHCP network autoconf iguration (uhich may succeed 1if
your OHCP server takes a long time to respond) or to confligure the network manually, Some
DHCP servers require a OHCP hostname to be sent by the client, so you can also choose to
retry DHCP network autoconfiguration with a hostname that you provide. The IP address Is unigue to your computer and may be:
Netuork conf igurat ion method: » four numbers separated by periods (IPvd);

* blocks of hexadecimal characters separated by colons (IPV6).
Retry network autoconf Lgurat lon

Retry network sutoconf iguration with 2 DHCP hostnase You can also optionally append a CIOR netmssk (such as "/24").
Do not configure the network at this time

1f you don't know uhat to use here, consult your netuork administrator.

<Go Back> IP address:

Cont inue>

Step 9: Correct your subnet mask, using the | Step 10: Correct your Gateway IP, using
Tab key select “Continue” and confirm with the Tab key select “Continue” and confirm
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Enter

The netmask is used to determine which machines are local to your network. Consult your
network administrator if you do not know the value. The netmask should be entered as
four numbers separated by periods.

Hetmask :
e —

<Go Back> <Cont inue>

with Enter

The gateway s an IP address (four nubers separated by periods) that indicates the
gatewsy router, also knoun as the default router. AlL traffic that goes outside wour LAN
(for instance, to the Internet) is sent through this router. In rare circumstances, you
may have no router; in that case, you can leave this blank. If you don't know the proper
ansuer to this question, consult your network administrator.

Gateusy:
TR

<Bo Backy <Cont inuex

Step 11: IMPORTANT. Name server must
respond to the Internet and will be used
during the next install steps. Enter your
name server IP. Using the Tab key select
“Continue” and confirm with Enter

The name servers are used to look up host names on the network. Please enter the 1P
addresses (not host mames) of up to 3 name servers, separated by spaces. Do not use
commas. The first name server in the list will be the first to be gueried. If you don’t
want to use any name server, just leave this fleld blank.

Hane server addresses:

<Continue>

<60 Back>

Step 12: EVE hostname by default is eve-
ng. It can be changed if you wish. Using the
Tab key select continue and confirm with
Enter

Please enter the hostname for this system.

The hostname is a single vord that identifles your system to the network. If you don't
know uhat your hostname should be, consult your network administrator. If you are setting
up your oun home network, you can make something up here

Hostname:
e e T ]

<Cont inue>

<Go Back>

Step 13: Enter your network domain name.
You are free to use any, for example:
eve-ng.net

Step 14: If your DNS IP settings are correct,
Ubuntu will detect your location from
Internet. Confirm with Enter.
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Using the Tab key select continue and
confirm with Enter

The domain name is the part of your Internet andress to the right of your host name. It
Is often something that ends In .com, .net org. If you are setting up a hame

netuork, you can make something Up, but make sire you use the same domain name on all
your conputers.

Domain name:
OO R )
ccontinue]

<Go Back>

Based on your present physical location, your time zone is Europe/Riga.

If this is not correct, you may select from a full list of time zones instead.
Is this time zone correct?

G0 Back oy

Step 15: If you have proxy in use for your
internet, assign your network proxy settings.
If no proxy in use, with Tab key select
Continue and confirm with Enter.

1f you need to use a HTTP 5 tu access the outside world, enter the proxy information
here. Otherwise, leave this bla

The prowy information should be ol in the standard form of

“http: 4/ [ [user] [:pass] @] host [:port] /"

HTTP proxy information (blank for none):

<Go Back> <Continue>

Step 16: Select no automatic updates and
confirm with Enter. Security updates can be
run later manually from EVE cli.

Appluing updates on a freguent basis is an Important part of keeping your sustem secure.

By default, updates need to be applied manually using package menagement tools.
Alternatively, you can choose to have this system automatically download and install
security updates, or you can choose to manage this system over the web as part of a group
of systems using Canonical's Landscape service.

How do you want to manage upgrades on this systen?

Install security updates automstically
Manage system with Landscape

EVE VM Installation Phase 2 (EVE installation)

Step 17: After the “Finish the installation”
screen appears, DO NOT remove CD ISO
from VM or hit Enter continue. We have to
verify settings for EVE installation Phase 2.
Follow step 9.

Step 18: Without powering off the EVE VM,
open the EVE VM settings and make sure
that CD/DVD ISO “Device status connected”
and “Connect at power on” is checked.
Confirm with OK.
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Installation comlete
Installation is complete, sa it is time to boot inta your new system. Make sure to remove
the (nstallation media (CD-ROM, flopples), so that you boot into the new system rather
than restarting the installation.

G0 Back>

Enters activates

EVE-NG Community Cookbook
Version 1.02

B E EVE-PRO-VIM (ESXi 64

» 3 Hard disk 1
» 8 5031 Conraller D
B2 347 Controner
8 use convoler 1

» N Mstwork Adapter 1

0 Eco
- 9 CDIDVD Drve 1
st
comvo eas datssiore ] EVE-PRO 50 Browse
tual Devics Hod CO/DVD Media
» WvoeoC

Step 19: Return back to EVE console screen
and confirm Continue with Enter, EVE VM
will reboot and continue Phase 2 installation

Installation comlete
Installation is complete, sa it is time to boot inta your new system. Make sure to remove
the (nstallation media (CD-ROM, flopples), so that you boot into the new system rather
than restarting the installation.

<60 Back

slects; <Entery activates buttons

Step 20: Once EVE login screen appeared,
login in CLI with root/eve and follow
installation Phase 3

EVE VM Installation Phase 3 (Management IP setup and updates)

Step 21. Setup EVE Management IP
address. A Static IP address setup is
preferred

Follow steps in section :

3.5.1 for static IP, 3.5.2 for DHCP IP

Step 22: After your EVE is rebooted,
Login to EVE CLI and type:

apt update
apt upgrade
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EVE by typing

reboot

Step 23: On the EVE CLI prompt, reboot

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start

building your labs. Refer to section 12

3.2.2 VMware ESXi OVA deployment

Download EVE-NG Community OVA image:
http://www.eve-ng.net/downloads/eve-ng

3.2.2.1 ESXi OVA VM Setup and Settings

Step 1: ESXi Host, Create/Register VM

T Waator (G wesmostiocsomsn

Step 2: Set option Deploy a virtual machine
from an OVF or OVA file

EVE OVA file

£ Now virtual mactine -EVE-COMM

Select OVF and VMOK files
Seleciihe OVF anaV "

Step 3: Type the name for your new EVE
VM and browse to select your downloaded

IDK Rl ¢ OV os ot VM you mould i o deploy

Step 4: Select the storage where your EVE
VM will be deployed.

7 Ready to compiate

Select storage
J e —

v Fee v Tpe v

240268 VWSS
SNTSGE  4TI5IGE VWSS
STSCE | 14861GE | VWFSS
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Step 5: Select your Management network
and Thick Disk provisioning. EVE OVA
HDD is only 40Gb large. It is recommended
after installation to add extra HDD. Section

11.2

ptions

Step 6: A\ IMPORTANT Open VM Settings.
Set the quantity of CPUs and number of
cores per socket. Set Intel VT-x/EPT
Hardware Virtualization engine to ON
(checked).

Edit settings - EVE-PRO (E$Xi 6.0 virtual machine)

VilUal HarGware | M Oplions

3 Addherd disk WM Addnstwork adspter S AGd other device

- Hcru

Cores per Sockel T+ Bocketsat

CPU HAPlug

Step 7: Set desirable RAM for your EVE.

~ Edit setlings - EVE-PRO (ESXi 6.0 virtual machine)

Virtual Hardware | WM Options

dcisk MW AGAN

Step 8: Power ON your EVE VM and follow
Management IP setup instructions described
in section 3.5.1 for Static IP or 3.5.2 for
DHCP IP.

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start

building your labs. Refer to section 12

3.2.2.2 ESXi OVA VM update to the latest EVE version

Make sure that your EVE OVA VM is up to date with the newest EVE version.
Follow the steps described in section 4 for upgrade instructions
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3.2.2.3 ESXi OVA VM HDD Size expansion

A\ NOTE: IMPORTANT! DO NOT expand the current EVE OVA HDD. To expand your EVEs
system disk size, please follow the troubleshooting section 11.2

3.3 Bare hardware server EVE installation

Download Ubuntu Server 16.04.6 LTS ISO image:
http://tw.archive.ubuntu.com/ubuntu-cd/16.04/ubuntu-16.04.6-server-amd64.iso

N Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE ISO
installation requires internet access to get updates and install the latest EVE-COMM version
from the EVE-NG repository. DNS must work as well, to check it, do a named ping, for example
ping www.google.com

3.3.1 Ubuntu Server Installation Phase 1

Step 1: Create a bootable DVD disk or USB | Step 2: Select the first Option “Install Ubuntu
flash drive with an Ubuntu server image. Server” Confirm with Enter

Boot your server from I1SO. Make sure that
English is selected, Confirm with Enter

Language
Amharic Francais MakeaoHCKu Tamil
Arabic Gaeilge Halayalam ST enK
Asturianu Galego Harathi Thai
Benapyckaa | Gujarati Burmese Tagalog
BBAFApCKR | MM1L Nepali Tiirkge
Bengali Hindi Nederlands Uyghur
Tibetan Hrvatski Norsk bokmal YKpalHCbKa
Bosanski Hagyar Norsk nunarsk Tifng Vigt
Catala Bahasa Indonesia | Punjabi (Gurmukhi) S R
Cedtina Islenska Polski 7 (2R
Dansk Ttaliano POrtugues do Brasil
Deutsch B Portugués
Dzongkha LELERTS Romana
EAANVLED Kazak Pycckmi
English Khmer Samegillii

ubuntu®

Esperanto E RS 8Tz
Espafiol Bt=tol Sloventina
Eestl Kurdi Slovenscina
Euskara Lao Shgip

o Lietuvidkai Cpnckn

F1 Help e F3 ap ibility F6 Other Options

Suomi Latuiski Suenska
Fi Help F2 Lang F3 Keymap Fd4 HModes FS ility Fé Other Options

Step 3: Make sure that English is selected | Step 4: You can select your own Location,
and confirm with Enter or later, after management IP assignment,
location will be set automatically. You can
leave United States. Confirm with Enter.
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choose the language to be used for the installation process. The selected language will [11] Select wour location
also be the default lanzuage for the installed sustem.

The selected location will be used to set your time zone and also for example to help
Language: select the system locale. Normally this should be the country uhere you live

c Mo localization This is a shortlist of locatlons based on the langusge you selected. Choose “other 1f
Albanian sholp your location is nat listed.
Ara ic e
Asturlan fsturlanu Country, territory or area:
Euskara
Benapycran Antigua and Barbuda
Bosansk L Australia
BbArapCKH Botsuana
Catzls Canada
B ) Hong Kong
37 (F )
Hrvatski
Cestina Mew Zealand
Dansk Higeria

3 Philippines

Bulgarian
Catalan

Chinese (Simplif led)
Chinese (Tradlitional)
Croat ian

En Singapore
Esperanto Esperanto south Africa
Estonian Eesti

United Kingdon
Finnish Suoni
French Francais
Balician Galego gim;gm
Gernan Deutsch other
Gresk EAMW Lk

<G Back> G0 Backs

Step 5: Configure the keyboard, leave “No” | Step 6: Leave English (US) as selection,
selected and confirm with enter confirm with Enter

The lauout of keuboards veries per country, with some countrles having nultiple common
layouts. Please select the country of origin for the keyboard of this computer.

Country of origin for the keyboard:
Armenian
fAzerbaijani

Bangla
Belaruslan

¥ou can try to have your keyboard lauout detected by pressing a series of keys. If you do
list.

not want to do this, wou will be ble to select wour keuboard lauout from a e

Detect keyboard layout? chinese

<B0 Backy <vesy

2
English (Cameroon)
English (Ghanal
English (Nigeria)
English (South Africa)
English (UK}

<Go Back>

Step 7: Leave English (US) as selection and | Step 8: Select your management network
confirm with Enter adapter and confirm with Enter

= keuboard
Please select the layout matching the keuboard for this machine.

¥eyboard layout:

Eng ( Cherakes
English (US) - English (Colemak) 11 Configure the networ
English (US) - English (Dvorak alternative international no dead keys)
English (US) - English (Dvorak) Your system has maltiple network interfaces. Choose the one to use as the primery network
English (US) - English (Dvorak, international with dead keus) interface during the installation. If possible, the first conmected netuork interface
English (US) - English (Wacintosh) found has been selected.

English (US) - English (Programmer Dvorak)
English (US) - English (US, alternative international) Frinary netsork interfac
English (US) - English (US, internatlonal with dead keys)
English (US) - English (US, with eura on 5) Ir 1 Gl ( !
English (US) - English (Workman) ensdd: Intel Corporation B254SEN Gigablt Ethernet Controller (Copper)
English (US) - English (Worksen, international with desd keus)
English (US) - English (classic Dvorak) <60 Back>
English (US) - English (international ALtGr dead keus)
English (US) - English (left handed Ovorak)

English (US) - English (right handed Dvorak)

English (US) - English (the divide/multiply keys teggle the layout)
English (US) - Russian (US, phonetic)
English (US) - Serbo-Croatian (US)

<G Back>

Step 9: DHCP ENABLED Step 10: DHCP DISABLED/Static IP setup.
If have not enabled DHCP in the network,
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Continue with Step 16

{1 cont igure th

Please enter the hostname for this sustem.

The hostname 1s a single word that identifies your system to the network. If you don't
know uhat your hostname should be, comsult uour metwork administrator. If uou are setting
up your oun home network, you can make something up here.

Hostnames

<Go Back> <cont dnue>

ates buttons

you must assign an IP address manually.
Continue with Enter.

Network autoconf iguratlon falled
Your network s probably not using the DHCP protocol. Alternatively, the DHCP server may
be slow or some network harduare is not working properly.

<Continue:

Step 11: Select “Configure network
manually” and confirm with Enter

[11] contigure the netuwork

From here you can choose to retry DHOP network autoconfiguration (which may succeed 1f
your DHCF server takes a long time to respond) or to conflgure the network manually. Some
DHCP servers require a DHCP hostname to be sent by the client, so wou can also choose to
retry DHCP netuork sutoconf iguration with a hostname thet uou provide.

Netwark conf iguration method:

Retry network autoconf lguratlon
Retry network autoconf iguration with & DHCP hostname

Do not configure the network at this time

<Bo Back>

Step 12: Enter your desirable EVE
management IP, using the Tab key select
“Continue” and confirm with Enter

The TP address is unigue 1o your computer and msy be:

* four numbers separated by periods (IPv4);
= blocks of hexadecimal characters separated by colons (IFvé),

You can alsa optionally append a CIDR netmask (such as "/24").

If you don't know what to use here, CONSULT YoUP NETwork administrator.

IP address:

G0 Back>

Step 13: Enter your subnet mask, using the
Tab key select “Continue” and confirm with
Enter

The netmask is used to determine which machines are local to your network. Consult your
netsork sdministrator if you do Aot know the value. The netmask should be entered as
four nurbers separated by periods.

Netmask:

G0 Back> <Continuey

Step 14: Enter your Gateway IP, using the
Tab key select “Continue” and confirm with
Enter
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[11] configure the networ

The gatewsy is an IP address (four numbers separated by periods) that indicates the
gateway router, also known as the default router. ALl traffic that goes outside wour LAN

(for instance, to the Internet) is sent through this router. In rare circumstances, you
may have no router; in that case, you can leave this blank. If you don't know the proper
answer o this guestion, consult your netuwork administrator.

Gateway:

<GB0 Back> <cont inuex

Step 15: IMPORTANT: The name server
must be able to resolve public DNS entries
and will be used during the next install
steps. Enter your name server IP, using the
Tab key select “Continue” and confirm with
Enter

[11] configure the network

The name servers are used to look up host names on the netuork. Please enter the IP
addeesses (not host names) of up to 3 name servers, separated by spaces. Do not use
comeas. The first name server In the List will be the first to be guerled. If you den't
AN 10 USE ANy name Server, Just leave this fleld blank.

Name server addresses:

<Bo Back> <cont inuex

Step 16: Type your EVE server hostname,
Example: eve-ng

[1] configure the network
Please enter the hostname for this sustem.
The hostname is a single word that ldentlfies your system to the netuork, If wou don't
know what your hostname should be, consult your network administrator. If you are setting
up your oun home network, you can meke something up here.
Hostname:

<GB0 Backy

Step 17: Type your domain name. You are
free to use any. Example: eve-ng.net

The domaln name s the part of wour Internet address to the right of uour host name.

is often something that ends in .com, .net, .edu, o .org. If you are setting up a home
netwark, you can make something up, but meke sure wou use the same domain name on all
YoUr Computers.

Domain nane:

<Go Back>

Step 18: Type your Ubuntu username,
Example: user

A user account will be created for wou to use Instead of the root account for
non-administrative activities,

Please enter the real name of this user. This information will be used for instance as
default origin for emalls sent by this user as uell &s any program which displays or uses
the user's real name. Your full name is a reasonable choice.

Full name for the new user:

fuser, ==
<Go Back>
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Step 19: Select a username (e.g. “user”) for | Step 20: Enter a password for your new
our account and Continue user

Select a username for the new account. Your first name is a reasonsble choice. The A good password will contaln a mixture of letters, numbers and punctuatlon and should be

username should start with a lower-case letter, which can be followed by any conbination changed at regular intervals.
of numbers and more lower-case letiers.
choose a password for the new user:
Username for uour account:

<Go Backs

<Go Back>

Enter> activates buttons

Step 21: Re-enter your password and | Step 22:If you wantto use a weak password,
continue click “Yes” on this screen.

Please enter the same user password again to verify you have tuped it correctly.

Re-enter password to verify: ¥ou entered a passuord that consists of less than elght characters, which is considered
o0 weak. You should choose a stronger password.

Use weak passuord?

<Ba Back> B o
<Go Back>

T () (R Tab> moves; cSpaces selects: <Enter> activates buttons

Step 24: If your DNS and internet are
working properly, Ubuntu will automatically
detect your location and timezone. Confirm
your timezone and continue with enter

[1] Set up users and passwords

‘ou may configure your home directory for encryption, such that any files stored there
resain private even if your computer is stalen.

The system will seamlessly mount your encrypted home directory each time you login and
automat ically unmount when you log out of all sctive sessions.

Encrupt your home directory?

<80 Back> <vesy
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111 Confisure t

Based on your present physical location, your time zone is EuropesLondon.

If this Is not correct, you may select from a full list of time zones instead.
Is this time zone correct?

<GB0 Backs B oo

Step 25: Select HDD partitioning method
“Guided — use entire disk and set up LVM”

The installer can guide uou through partitloning a disk (using different standard
schemes) or, if you prefer, you can do it manually. With guided partitioning wou will
still have a chance later to review and customise the results.

If you choose guided partitioning for an entire disk, you will next be asked uhich disk
should be used.

Partitioning method:

Guided - use entire disk

e itire et up LM

Guided - use entire disk and set up encryoted LVH
Hanual

<Go Backy

Step 26: Select your disk partition, and
confirm with enter

Wote that all data on the disk uou select will be erased, but not before uou have
conf irned that you really want to make the changes.

Select disk to partition

G0 Back>

“Yes” and hit enter to continue

111 Partition disks

Before the Logical volume Manager can be configured, the current partitioning scheme has
to be uritten to disk. These changes cannot be undone.

After the Logical Volume Weneger is configured, no additional changes o the partitioning
scheme of disks containing physical volumes are alloued during the Installation. Plesse
decide if you are satisfied with the current partitioning scheme before continuing

The partition tables of the following devices are changed:
SCS133 (0,0,0) (sde)

Write the changes to disks and configure L\M?

buttons

Step 27: Confirm write changes to disk with

Step 28: Select the volume size and continue

[1]1 Partition disks

You mey use the whole volume group for guided partitioning, or part of it. If you use
only part of it, or if you add more disks later, then you will be able to grow logical
volumes later uslng the LVH tools, so using a smaller part of the volume group at
installation time may offer more flexibility.

The minimum size of the selected partitioning reclpe is 1.9 G8 (or 3%); please note that
1he packages you choose to Install may require more space than this. The meximum
available size is 53.2 66,

Hint: "max" can be used as a shortcut to specify the maximum size, or enter a percentage
(e.g. "20%") to use that percentage of the maximum size.

Anount of volume group to use for guided partitioning:

<Go Back>

Step 29: Confirm write the changes to disk
with “Yes” and continue

Step 30: If you have a proxy in use for your
internet, enter your network proxy settings. If
no proxy is used, use the tab key to select
Continue and confirm with enter.
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If you continue, the changes listed below will be uritten to the disks. Otherwise, you
will be able to meke further changes manually.

The partition tables of the following devices are changed:
LM VG eve-nz-ve, LV root
LN VG eve-ng-ve, LW swap_1
SCSI33 (0,0,0) (sda)

The followlng pertitions are going to be formatted:

2 P,
partition #1 of SCSI33 (0,0,0) (sda) as ext2
Write the changes to dlisks?

1] Configure the pa

If you need to use a HTTP proxy to access the outside world, enter the proxy information
here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
“http:// [user] [:pass] @] host [:port] /.

HTTP proxy informatlon (olank for none):

<Go Back>

Step 31: Select “No automatic updates” and
Continue

Appluing updates on & freguent basis is an important part of keeping your system secure.

By default, updates need to be applied manually using package management tools.
Alternatlvely, you can choose to have this sustem automatlcally download and install
security updates, or you can choose to manage this system over the ueb as part of 2 group
of sustems using Canonical's Landscape service.

tiow do you want to manage upgrades on this sustem?

o ates
Install security updates automatically
Manage sustem with Landscape

Step 32: Using the Arrow keys select
“OpenSSH server” for installation and
confirm with the Space key (*), continue with
enter

1] Software select ior
At the moment, only the core of the systen is installed. To tune the system to your
needs, you can choose to install one or more of the following predefined callections of
softuare.

chonse software to install:

Step 33: Confirm “Install the GRUB
bootloader to the master boot record” with
“Yes” and continue with enter

1] Install the GRUB boot Loader on a hard dis

It seems that this new installation is the only operating sustem on this comeuter. If so,
it should be safe to install the GRUB boot loader to the master boot record of your first
hard drive.

Warning: If the installer falled to detect another operating system that is present on
uour computer, modifuing the mester boot record will meke that operating sustem

temporarily unbootable, though GRUB can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?
<Bo Back> [<ves)]

Step 34: REMOVE CD/DVD installation
media and continue with enter

[11] Finish the installation

Installation complete
Installation is cosplete, so it is time to boot Into wour new system. Wake sure 1o remove
the installation media (CO-ROH, flopples), so that uou boot into the mew sustem rather
than restarting the installation.

<G0 Back>
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Step 35: Login in to your Ubuntu with the
username created above (user/Test123 was
the example

o the extent permitted by

do <conmand>”.

Step 36: Continue as root user. Enter the
commands below, each followed by the enter
key.

sudo su

Testl23

cd

userfeve—ng: "% sudo su
[sudo] password for user:

root@eve—nyg : ~hone user# cd
[root@eve—ng " _

Step 37: Create root password

sudo passwd root

Repeat your desirable password twice;
Example: eve

rootBeve—ng : “# sudo passwd root
Enter new UNIX password:

Retype new UNIX password:
passud: password updated successfully
rootBeve-ng : "#

Step 38: Verify and set your hostname if you
haven’t set it before

nano /etc/hostname
Edit it if necessary: eve-ng

Confirm edit with ctrl+o followed by Enter
And ctrl+x for Exit

Step 39: Verify your host settings

nano /etc/hosts

Your assigned static IP will be bound to your
server hostname and domain

localhost

H92.168.217.50 eve-ng.eve—ng.net EvE-Ng

t The following lines are desirable for IPub capable hosts
REE localhost ipb-localhost iph-loopback

f02::1 ipb-allnodes

f02::2 ipb-allrouters

NOTE: in case if DHCP IP address is used,
you will see 127.0.0.1 IP vs hostname

Confirm edit with ctrl+o followed by enter
And ctrl+x for Exit

Step 40: Edit permissions for root user to
allow SSH access to EVE server

nano /etc/ssh/sshd config

Find and edit PermitRootLogin to “yes”

H Authentication:
LoginGraceTime 120

PermitRootLogin yes_
StrictModes yes

Confirm edit with ctrl+o followed by enter
And ctrl+x for Exit

Restart ssh service:

sudo service ssh restart

Step 41: A\ IMPORTANT

SSH as root to your EVE server with Putty or any other telnet client program.
Update the Ubuntu grub CMD Line with the following customized command. Make sure you
enter this command below in a single line and confirm it with the enter key.
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sed -1 -e 'S/GRUB_CMDLINE_LINUX_DEFAULT:.*/GRUB_CMDLINE_LINUX_DEFAULT:"net.ifnameS:0
noquiet"/' /etc/default/grub

Update GRUB, Followed by Enter
update-grub

A WARNING: DO NOT REBOOT your Ubuntu/EVE yet, proceed to step 42!

Step 42: IMPORTANT
Rename your Server interface name to ethO

nano /etc/network/interfaces

Before edit:

& prime n

if installed

After edit:

, if installed

Confirm your edit with ctrl+o followed by enter
And ctrl+x to exit

Reboot the EVE server

reboot

3.3.2 EVE Community Installation Phase 2

Step 43: Start EVE Community installation with the following one-line command and hit enter

wget -O - http://www.eve-ng.net/repo/install-eve.sh | bash -i
Step 43.1: OPTIONAL for Broadcom NetExtreme Il ethernet drivers in your server. NOT

necessary for regular servers. DO NOT reboot EVE before you did Broadcom driver installation
below !!

apt install firmware-bnx2x -o Dpkg::Options::="--force-overwrite"

Step 44: Reboot EVE

reboot
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3.3.3 EVE Community Installation Phase 3

Step 45: After the installation is completed,
reboot EVE and follow the Management IP Step 46: After your EVE is rebooted,
setup instructions in section 3.5.1. It is
strongly recommended for bare-metal Login to the EVE CLI and type:
installations to use a static IP address. After
the IP address setup, continue with Step 46 | apt update
apt upgrade
reboot

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer section 12

3.4 Google Cloud Platform

3.4.1 Google account

Step 1: Connect to Google Cloud Platform (GCP
https://console.cloud.google.com/getting-started

@ Getting started - Google Gou X

« o0 ® @ hips/cons CR n o =

8 Vourfree wialis waiting: activate now to get $300 credit to explore Google Cloud products.

= Google Cloud Platform

Get Started with
Google Cloud Platform

12 month, $300 free trial to get you started
Always Free products to keep you going

TRY FOR FREE

Step 2: Sign into GCP. Create a new GCP account if you do not already have one.

3.4.2 Goggle Cloud project

Create new project. By default, GCP will offer you a project named “My First Project”. It can be
used as well.

Step 1. GCP top bar, click on “My First Project”

Welcome!

Get started with Google Cloud Platform

TOUR CONSOLE
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Step 2. Next pop up window, click “NEW PROJECT”

Select a project E3  NEW PROJECT
/

d

RECENT ALL

and folders

Name (]

& MyFirst Project @ t-dragon-238421

Step 3. Enter your project name, and confirm “CREATE”

Google Cloud Platform

New Project

You have 10 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

Project name * //
[ EVE-PRO-PROJECT (2] ]

Project |D: eve-pro-project. It cannot be changed later. EDIT

~ Location*
‘ B No organization BROWSE ‘

Parent organization or folder

This will take some time.

Step 4. Navigate: Navigation Menu/Compute Engine/VM Instances

Google Cloud Platform e EVE-PRO-PROJECT ¥

ﬁ Home ¥M instances
{ ¥ Pins appearhere @ © Instance groups
) Instance templates
&,
g Marketplace Sole tenant nodes
B Billing Disks
Snapshots
API  APIs & Services >
Images
o
T Support > TPUs
Committed use discounts
© 1AM &admin >
Metadata
@ Getting started

Health checks

N

Security > Zones

Network endpoint groups

COMPUTE Operations

-®  App Engine‘/ > Security scans
. Settings

33 Compute Engine >
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Step 5. Navigate: top bar and select your Project

Google Cloud Platform 2 EVE-PRO-PROJECT v

ﬁ:]i Compute Engine VM instances

B vMinstances

& Instance arouns

Preparation of your Project can take some time. Wait until the VM Instance window finishes
deployment and then press the “Create button.”

| ~ Compute Engine is getting ready. This may take a minute or more. Compute Engine documentation (7

Compute Engine
VM instances

Compute Engine lets you use virtual machines that run on Google's
infrastructure. Create micro-VMs or larger instances running Debian,
Windows or other standard images. Create your first VM instance,
import it using a migration service or try the quickstart to build a
sample app.

m or I or  Take the quickstart

3.4.3 Preparing Ubuntu boot disk template

Step 1: Open the google cloud shell and press: “START CLOUD SHELL”

= Google Cloud Platform  $* EVE-PRO-PROJECT +

ﬁ} Compute Engine VM instances

B VM instances

Google Cloud Shell

Free, preinstalled with the 1cols you need for the Gocgle Cloud Platform. Leam More

< B

Real Linux environment Configured for Geogle Cloud Pogular language support

Python
Javi

CANCEL  START CLOUD SHELL
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Google Cloud Platform 3 Eve-PRO-PROJECT w

ﬁ} Compute Engine VM instances

B Viinstences

di  Instance groups

B instance templates Compute Engine
VM instances

@  Snapshots

B]  Images m 1 import o Takethe quickstart

| TPUs

E&  Committed use discounts

¥ Merketplace

Step 2: create a nested Ubuntu 16.04 image model. Copy and paste the below command into
the shell. Use copy/paste. crtl +c/ctrl +v. It is single line command. Confirm with “enter”:

gcloud compute images create nested-ubuntu-xenial --source-image-—
family=ubuntu-1604-1ts --source-image-project=ubuntu-os-cloud --licenses
https://www.googleapis.com/compute/vl/projects/vm-
options/global/licenses/enable-vmx

3.4.4 Creating VM

Step 1: Navigate: Navigation Menu/Compute Engine/VM Instances and press “Create”
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= Google Cloud Platform 2* EVE-PRO-PROJECT ¥

{e} Compute Engine VM instances
b
B VMinstances
& Instance groups \
B  Instance templates
B Sole tenant nodes
B oisks
Snapshots
Bl images
&/ TPUs

BB Committed use discounts

W Marketplace

Compute Engine
VM instances

Compute Engine lets you use virtual machines that run on Google's

sample app

ﬂ or import  of  Take the quickstart

Step 2: Edit your VM settings. Use your own region and zone. Choose your desirable CPU and

RAM settings.

IMPORTANT: “Deploy a container image” must be UNCHECKED.

Name
eve-comm?
eve-comm
Region Zone
europe-west2 (London) - europe-west2-c

Machine configuration
Machine family
General-purpose = Memory-optimised = Compute-optimised
Machine types for commen workloads, optimised for cost and flexibility
Generation
First
Powered by Skylake CPU platform or one of its predecessors
Machine type
n1-standard-8 (8 vCPU, 30 GB memory)

vCPU Memaory
8 30GB

CPU platform and GPU

‘Container
Q}on a container image to this VM instance. Learn more

Step 3: Select Boot disk. Press Change

Boot disk

New 10 GB standard persistent disk

=\ Image
Cebian GNU/Linux 9 (stretch)

Change
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Step 4. Select the custom boot images you created previously. Choose HDD disk type and
size. HDD size can vary depends of your needs

Boot disk

Select an image or snapshot to create a boot disk; or attach an existing disk

08 images Applicationimages Custom images Snapshots Existing disks
Show images trom \

EVE-PRO-PROJECT hd

(® nested-ubuntu-xenial
/ Created from EVE-PRO-PROJECT on Apr 22, 2019, 11:10:28 PM

Can't find what you're looking for? Explore hundreds of VM solutions in Marketplace

Boot disk type / Size (GB) /

SSD persistent disk - 100

Step 5: Allow http traffic and create VM

Identity and APl access

Service account
Compute Engine default service account -

Access scopes

@ Allow default access
Allow full access to all Cloud APls
Set access for each API

Firewall
Add tags and firewall rules to allow specific network traffic from the Internet.

[ Allow HTTP traffic

[ Allow HTTPS fraffic + =

Management, security, disks, networking, sole tenancy

Your free trial credit will be used for this VM instance. GCP Free Tier [

3.4.5 EVE-NG-Community installation

Step 1: Connect to the VM with the first option “Open in browser window’

@& evecomml  europe-westz-c 10.154.0.8 (nicO) ~ 35.180.66.46 [7  SSH B\ :
"

ag|

eve-pro europe-west2-c 10.154.0.7 (nic0) None S5l Open in browser window e

Open in browser window on custom port
Open in browser window using provided private SSH key
View gcloud command

Use another SSH client
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elcome to Ubuntu 16.04.6 LTS (GHU/Linux 4.15.0

Step 2: Launch installation with:

Type the below command to become root:
sudo -1

Start EVE-COMM installation
wget -O - http://www.eve-ng.net/repo/install-eve.sh | bash -1
Step 3: Update and upgrade your new EVE-COMM

apt update

apt upgrade
Confirm with Y

Step 4. Reboot EVE. Allow some time for reboot and then press “Reconnect”

bw version of config file /etec/ etup/compose.IS0-8859-1,inc ...

bw version of Sig B le oto/ D/coppooe TSO_RREO_13 Jo

Ew version of

pw version of

w version of The SSH connection to VM instance ‘eve-pro’ was lost. Learn more about improving
of o SSH session persistence.
of col

[ e S Clg Reconnect Dismiss
fw version of con)

bnsole-setup (1.1

bnfs: deferring

listro-info-data (0.Z3ubun
buntu-minimal (1.361.3) .

Step 5: IMPORTANT: Setup IP
Once the IP wizard screen appears, press ctrl +c and type the below command to become root:
sudo -i

Now follow the IP setup wizard.
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IMPORTANT: set IP as DHCP!
Step 6: Dockers installation. After EVE is rebooted, reconnect the SSH session:

Type command to become root:
sudo -i

Type command to update EVE
apt update

3.4.6 Access to Google Cloud EVE-COMM

Use your public IP for accessing EVE via http.

Q eve-comm europe-west2-c 10.154.0.8 (nic0) 35.189.66.46 [7 S5H
i g0 sl

2.03-95

Sign in to start your session

Native console

Default web login: admin/eve

3.4.7 Optional: GCP Firewall rules for native console use

Step 1: Navigate: Navigation menu/VPC Network/Firewall rules
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Google Cloud Platform e EVE-PRO-PROJECT ¥

f

Home

" ¥ Pinsappearhere @

STORAGE

@ Bigtable

S52  Datastore >
’\: Firestore >
=  Storage >
£ sa
'J:l‘ Spanner
43 Memorystore
& Filestore
NETWORKING
n VPC network >
VPC networks
s Network services > External IP addresses
K . Firewall rules
-} Hybrid Connectivity >

Routes

\3 Network Service Tiers VPC network peering

Step 2: Create new firewall rule

Firewall rules CREATE FIREWALL RULE C! REFRESH @ DELETE

~

Firewall rules control incoming or outgoing traffic to an instance. By default,
incoming traffic from outside your network is blocked. Learn more

Note: App Engine firewalls are managed here.

Step 3: Create an ingress FW rule; allow TCP ports 0-65535
& Create a firewall rule

Firewall rules control incoming or outgeing traffic 1o an instance. By default,
incoming traffic from outside your network is blocked. Learn more

Name

ingress-eve
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Direction of traffic
® Ingress <=

Egress

Action on match
® Allow

Deny
Targets

Allinstances in the network

Source filter

IP ranges
Source IP ranges

0.0.0.0/0 € /

Second source filter

None

Protocols and ports
Allow all

® Specified protocols and ports

v ep: 0-65535
udp:

Other protocols

Disable rule

Vg

rd

Step 4: Create an egress FW rule; allow TCP ports 0-65535

Firewall rules control incoming or outgoing traffic 1o an instance. By default,
incoming traffic from outside your network is blocked. Learn more

Name

agrass-eve
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Direction of traffic
Ingress
® Fgress =

Action on match
® Allow
Deny

Targets /

Allinstances in the networlk

Destination filter

IP ranges

Destination IP ranges

Y 4

0.0.0.0/0 €

Protocols and ports
Allow all

@ Specified protocols and ports

+ 1op: 0-65535
udp:

Cther protocols

Disable rule

Summary FW rules.

Name Type

egress-eve Egress

Targeis

Apply 1o all

Filters

IP ranges: 0.0.0.0/0

Protocols / ports Action Priority

1cp:0-65635 Allow 1000 default

default-allow-htips Ingress

ingress-eve Ingress

htips-server

Apply to all

IP ranges: 0.0.0.0/0

IP ranges: 0.0.0.0/0

1opA43 Allow 1000 default

1cp:0-656635 Allow 1000 default

3.5 EVE Management IP Address setup

3.5.1 Management static IP address setup (preferred)

The steps below will walk you through the network setup and assign a static management IP

for EVE.

enter

field are not visible.

Step 1: Log into the EVE CLI using the default
login root/eve After login, type your preferred
root password for EVE, default is eve.
Remember it for further use. Confirm with

NOTE: Typed characters in the password

Step 2: Retype your root password again
and confirm with enter.
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Root Passuord
Repeat. the Root Password:

Tupe the Root Password:

< 0K

Step 3: Choose your EVE VMs hostname. By | Step 4: Type your domain name for your
default, it is eve-ng. You can leave it as it is. | EVE VM. By default, it is example.com. The
Confirm with enter default value can be used as well.

Confirm with enter

DS domain nane
Type the DNS domain nane for the
system:

Hostname
Tupe the short hostnane for the
systen:
cveng

< 0K ]

< 0K |

Step 5: Using the arrow keys, select the Step 6: Type your desirable EVE
option “static”, confirm your selection with management IP. Confirm with enter.
the space key, followed by enter

Hanagesent Network IF Address
Tupe the I address for the
Ranagenent. Metuork:

172.25.1.20
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Step 7: Type the subnet mask of your EVE
management network. Confirm with enter.

nagenen
Type the Subnet Mask for the
Hanagenent Netuark:

Ha; it Network Subnet Mask l

Step 8: Type your networks gateway IP.
Confirm with enter.

Default

nagenent. Network Def
Type the Default Gateuay
Management Network:

Gateuay
for the

172.25.1.1_

< oK Ol

Step 9: Type your networks primary DNS
IP. Confirm with enter.

IMPORTANT: DNS must be reachable and
resolve public addresses.

FPrimary DNS seruer

Type the [P IP address of prinary
DHS server:

182168 .90 .201_

Step 10: Type your network Secondary
DNS IP. Confirm with Enter.

IMPORTANT: DNS must be reachable and
resolve public addresses.

Secandary DHS server
Type the IP address of secondary IS

server:

Step 11: Type your preferred NTP server IP.
It can be left empty as well; in this case, your
EVE VM will automatically assign the time
from its host.

Step 12: If you have a proxy in use for your
Internet, select the respective proxy option
and configure your proxy settings. By default,
it is direct connection (no proxy). Confirm
your selection with enter. EVE will reboot
automatically.
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axy Server conf iguration
Choose hou the UM can comnect to the
Internet.

NIF server
hostnanes [P address of NTP
Teave cnpty

Type the
for initial clock sync (leave
if not used):

(5 irect convect ion
o pro
outhenticated proxy

A IMPORTANT NOTE: If you are setting up your management IP for the first time (fresh
EVE installation), please return to the install section and complete installation phase 3.

3.5.2 EVE Management IP address setup via DHCP

The steps below will walk you through the network setup and assign a management IP for EVE
via DHCP.

Step 1: Log into the EVE CLI using the default | Step 2: Retype your root password again
login root/eve After login, type your preferred | and confirm with enter.

root password for EVE, default is eve.
Remember it for further use. Confirm with
enter

NOTE: Typed characters in the password
field are not visible.

Root Password
Repeat. the oot Password:

Tupe the oot Password:

Step 3: Choose your EVE VMs hostname. By | Step 4: Type your domain name for your
default, it is eve-ng. You can leave it as it is. | EVE VM. By default, it is example.com. The
Confirm with enter default value can be used as well.

Confirm with enter
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Hostname DHS domain nane
Type the short hostname For the Type the DNS domain nane for the
systen: systen:

i< 0K ] < 0K )

Step 5: Using the arrow keys, select the Step 6: Type your preferred NTP server IP.
option “dhcp”, confirm your selection with the | It can be left empty as well; in this case, your
space key, followed by enter EVE VM will automatically assign the time

from its host.

Use DHCP/Static IP Address
Use DHCF or Static IP Address for
the wetwork adapter on Management
Hetuark?

NP server
Type the hostname/IP address of NTP
(<)) for initial clock sync (leave capty
) static if not used):
[

Step 7: If you have a proxy in use for your
Internet, select the respective proxy option
and configure your proxy settings. By default,
it is direct connection (no proxy). Confirm
your selection with enter. EVE will reboot
automatically.

irect comection

(3 anonmous proxy
€3 outhenticated prosy
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N

i IMPORTANT NOTE: If you are setting up your management IP for the first time (fresh
EVE installation), please return to the install section and complete installation phase 3.

3.5.3 EVE Management IP address reset

If for any reason you need to change these settings after the installation, you can rerun the IP
setup wizard. Type the following command in the CLI and hit enter:

rm —-f /opt/ovf/.configured

Then reboot. Once you log into the CLI again, EVE will go through the network setup again.
Please follow the steps in section 3.5.1 for Static IP or 3.5.2 for DHCP IP.

3.6 EVE-NG Community upgrade to EVE-NG Professional

3.6.1 Mandatory Prerequisites

A\ Mandatory Prerequisites: Internet must be reachable from your PC and VMware. EVE
ISO installation requires internet access to get updates and install the latest EVE-PRO
version from the EVE-NG repository. DNS must work as well, to check it, do a named
ping, for example ping www.google.com

3.6.1.1 EVE Community disk space

You must have enough HDD space available. The main eve--ng--vg-root partition must have
at least 10GByte free space while the boot partition must have at least 50Mbyte. To check how
much space is available on your HDD, enter the following command into the CLI of EVE:

To free up space on the /boot, enter the following command, hit enter and confirm with “y

apt autoremove

3.6.1.2 Verify current EVE Community version

You have to make sure that your EVE Community Edition is of version (v2.0.3-86) or later. You
must be able to reach the internet from your PC, VMware or Server.

To check your current EVE-NG version, enter the following command
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dpkg -1 eve-ng

You can also verify your current EVE version from the WEB GUI. Top menu bar, System,
System status.

System status

|l System status
8% 6%

running IOL nodes running Dynz

0 a

running Docker nodes

0

You can check the version number of the newest currently available Community version on the
EVE-NG Community site: http://www.eve-ng.net/community.

3.6.1.3 Steps to upgrade to the latest EVE Community version
Type the following commands below and hit enter after each.

apt update

In case of any Y/N prompt, answer Yes.

apt upgrade

In case of any Y/N prompt, answer Yes.

reboot

3.6.2 Upgrading EVE Community to EVE-NG Professional

L WARNING: Please be ready to purchase a license when upgrading, as you will not be
able to start any nodes until a valid license has been activated on your EVE.

To upgrade to EVE-NG Pro, issue the following commands into the CLI of EVE followed by
enter.

apt update
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apt install eve-ng-pro
reboot

After the reboot continue with the below commands, followed by enter
apt update

apt install eve-ng-dockers
reboot

Continue to the EVE-NG Pro license purchase section of the website and follow the remaining
instructions.

3.7 Native telnet console management setup

If you prefer to use a natively installed telnet client to manage nodes inside EVE, follow the
steps below:

3.7.1 Windows Native Console

Step 1: Download the EVE Windows Client | Step 2: Install it as administrator
integration pack:
Open

) Run as administrator

http://www.eve-ng.net/downloads/windows-

Troubleshaot compatibility

client-side-pack Pin'to Start
7-Fin >
Step 3: Leave the option for UltraVNC Step 4: Continue with Next. When it asks to
checked. UltraVNC is very tiny and the choose Ultra VNC Options, only leave the
preferred VNC client for Windows by EVE. | UltraVNC Viewer checked, the rest is not
‘ﬁj::;,-z.z G- - - i | needed.
Select Components I
Which components should be installed? ]
| up - UltraVNC
Select the components you want to install; dear the components you do not want to | SEIE‘:F Components i
install, Click Next when you are ready to continue, | Which components should be installed? 1
|
| Select the components you want to install; dear the components you do not want to
1KB install. Click Next when you are ready to continue.
1KB
Modify ws registry for putty, ultravnc and wireshark ‘Cusmm installation ‘ i ‘
Save on Disk crt, putty, ultravnc and wireshark .req flles [] UltravNC Server Silent 4.8 MB
Wireshark 2.2.5 x64 ] UltraVNC Server 48ME
UltraVMC 1.2.12 x64 UltraVNG Viewer 2.7MB
[] Ultra¥NC Repeater 0.2MB
] Upgrade 1.0.8/1.0.9 .. Upgrade can be done while vnc is running 7.5MB

Current selection requires at least 0,7 MB of disk space.

Current selection requires at least 4,0 MB of disk space.

< Back ][ Next > ][ Cancel
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Step 5: Continue with Next and finish the
installation.

By default, EVE Windows Client Integration will install Putty as your Telnet Client. The default
location for the EVE Windows Client Integration software and .reg files is: “C:\Program

Files\EVE-NG”

Set the default telnet program manually in Windows 10. Example: SecureCRT
Step 1: Go to: Windows Settings/Apps/Default Apps/Choose Default Apps by Protocol

Step 2: Set your default Telnet program:

TELNET (,i SecuraCRT Application
URL:Telnet Protocol O

L NOTE: The first time click on the type of link that is used to access a running node
inside EVE via telnet, the browser will ask to choose the telnet program. If you have
prepared your default telnet program with the instructions above, you have to choose

your default Telnet program.
Example: Firefox browser:

Launch Application X

This link needs to be opened with an application.

Send to:

SecureCRT Application

Choose other Application Choose...

[ Remember my choice for telnet links.

Cancel Open link

Set your default application, check the box “Remember my choice telnet links” and click Open
link

3.7.2 Linux Native Console

The steps below will show how to setup the native consoles pack for Linux Mint 18 (Ubuntu):

Step 1: Go to the EVE Linux Side Step 2: Open the link to GitHub

integration pack download page:
https://github.com/SmartFinn/eve-ng-

http://www.eve-ng.net/downloads/linux- integration
client-side
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Step 3: Scroll down to the installation part

Installation

Ubuntu and derivatives

You can install eve-ng-integration from the official PPA:

sudo add-apt-repository ppa:smartfinn/
sudo apt-get update
sudo apt-get install eve-ng-integration

Step 4: Login as root to your Linux system and enter the commands below:

NOTE: An internet connection is required. Enter each command line below one after the
other

sudo add-apt-repository ppa:smartfinn/eve-ng-integration
sudo apt-get update

sudo apt-get install eve-ng-integration

A\ For other Linux native console setup options please refer to:
https://github.com/SmartFinn/eve-ng-integration

3.7.3 MAC OSX Native Console
Telnet Protocol:

OSX Sierra (and older releases) is ready to use for the telnet protocol.

Do you want to allow this page to open “Terminal"?

Cancel Allow

For High Sierra, a telnet binary must be added (Apple decided to remove it and it is not present
anymore on the latest OSX releases).
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@ Terminal Shell Edit View Window Help 5 & Suna2iPM Q =

< 192.168.198.43
ene telnet 192.168.198.43 — BOx24.

[Command not fou

[Could not cres:

Procedure to install a previous telnet binary:
Download telnet and ftp binaries from eve:

http://lyour_eve_ip/files/osx.zip (to be updated) Please contact to EVE Live chat for this
package.

Step 1: Reboot the Mac and hold down the “Command” and “R” key simultaneously after you
hear the start-up chime, this will boot OSX into Recovery Mode

Step 2: When the “OSX Utilities” screen appears, pull down the ‘Utilities’ menu at the top of the
screen instead, and choose “Terminal”

Step 3: Type the following command into the terminal then hit enter:

crutil disable; reboot

Step 4: When the OSX reboot is done, extract the osx.zip to your home directory

Step 5: Copy the files to /usr/bin and set the permissions using the terminal utility:

eOce user — sh — 80x24
Last login: Sun May 27 16:46:55 on console L}
Users-Mac-mini:~ user$ sudo -i

Password:
Users-Mac-mini:~ root# I

L0e0BT | sPLCOOA ™"

sudo -1
cp telnet ftp /usr/bin ; chmod 555 /usr/bin/telnet; chmod 555 /usr/bin/ftp

chown root:wheel /usr/bin/telnet /usr/bin/ftp
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1. Reboot the Mac and hold down Command + R keys simultaneously after you hear
the startup chime, this will boot OSX into Recovery Mode

2. When the “OSX Utilities” screen appears, pull down the ‘Utilities’ menu at the top of
the screen instead, and choose “Terminal”

Type the following command into the terminal then hit enter:

crutil enable; reboot

VNC Protocol:

Download Chicken of VNC at: https://sourceforge.net/projects/chicken/files/Chicken-
2.2b2.dmg/download

Install and use it as default VNC Client
RDP Protocol:

Download and install the Microsoft Remote Desktop on the App Store:

Microsoft Remote Desktop 10

Use the new Microsoft Remote Desktop app to connect to a remote PC or virtual apps and desktops made available by your
administrator. The app helps you be productive no matter where you are.

Configure your PC for remote ac first by download the Remote Desktop assistant to your PC and let it do the work for you:...

in this release. In between several bug fixes, we've made the following noteworthy

& Microsoh umote Dwskion (it Convections _ Wndow bty > onee Twesimu O Q iE
B

3.8 Login to the EVE WEB GUI

Login to the EVE management Ul:
http://<your_eve_ip>/

Default user access:
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User: admin
Password: eve

A NOTE: You can change your EVE WEB Admin password, please refer to section
6.3.1.2

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 12
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4 EVE-NG Community Update & Upgrade

N Prerequisites: Internet access and working DNS on your EVE-NG is required.

Verify your internet reachability with named ping. Example: ping www.google.com

ping www.google.com

If your ping is success, follow next step for update. If named ping has no success, please verify
your DNS IP assigned for EVE or firewall. Some cases ping can be blocked by FW, but Internet
and DNS are capable to make update/upgrade.

OPTION for bare EVE installations which has bnx2x Broadcom Ethernet drivers, please
rewrite your driver to the newest linux-firmware:

sudo apt-get -o Dpkg::Options::="--force-overwrite" install linux-firmware

I\ IMPORTANT NOTE: before you start your EVE Community update & upgrade, please free
up your EVE Community from older kernel packages:

apt autoremove

4.1 EVE-NG Community Update

It is strongly recommended to keep your EVE-NG up to date. To update and upgrade, SSH to
your EVE CLI.

To verify your current EVE-NG version, please follow “CLI diagnostic information display
commands” in section 11.1.1. You can verify your current EVE version from the System/System
Status tab on the top menu of the WEB GUI as well.

running I0L nodes running Dynan
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The newest version of EVE-NG can be verified by checking the official website: http://www.eve-
ng.net/community/community-2. The main page will display the latest EVE-NG version and
correct steps to update.

EVE-NG Community Edition
Download links for EVE community

‘We are proud to offer free EVE-NG Community edition.

Current status:

v2.0.3-95 release notes

1. Fixed IOL image excesscoll error, symlink to original .bin

2. Added EVE Pro custom templates form, for how to follow EVE Pro cookbook, section 17.3

3. Added troubleshooting script eve-info. Run CLI command "eve-info' to collect info about your EVE
4. Added SQL database recovery script, run cli command 'unl_wrapper -a restoredb’ to restore SQL
user database (admin recovery only)

5_Updated node icons, EVE-PRO icons

6. Added new templates for images

7. Ansta vEOS zerotouch images startup config export

Type the below commands followed by Enter

apt update

In case the prompt asks to confirm with Y/N, answer Yes.

4.2 EVE-NG Community Upgrade

Type commands followed by Enter

apt upgrade
In case the prompt asks to confirm with Y/N, answer Yes.

A IMPORTANT NOTE: If you are upgrading EVE Community from older version, the
installation may ask you to confirm additional! Information:

onf iguration file 'setc/issue’
==> Modified (by you or by a script) since installation.
> Package distributor has shipped an updated version.
What would you like to do about it 7?7 Your options are:
Yor I : install the package maintainer’s version

Nor 0 : keep your currently-installed version
D : show the differences between the versions
Z : start a shell to examine the situation
The default action is to keep your current version.
issue (Y/I/N/0/D/2) [default=N] 7 _

Answer for prompt above is “N”
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| Configuring grub-pc |
A new version (/tmp/grub.tj?zRCNt3z) of configuration file setcsdefault/grub is available,
but the version installed currently has been locally modified.

What do you want to do about modified configuration file grub?

install the package maintainer's version
/I eep the local version currently installed
shou the differences between the versions
shou a side-by-side difference between the versions
show a 3-way difference between available versions
do a 3-way merge between available versions (experimental)
start a new shell to examine the situation

<0k>
~

Answer for grub-pc version is: “Keep the local version currently installed”

After the completion of the update and upgrade, reboot your EVE Server. Type the following
command and hit enter.

reboot
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5 Types of EVE management consoles

L IMPORTANT NOTE: EVE Console TCP ports. EVE Community uses a static port
range between 32678-40000.

Formula is = 32768+128*POD+1 -> 32768+128*POD+128 POD: userid (admin=0)
Exemple: you got admin (POD 0) + 2 users (POD 1, POD 2)

32768+128*0+1(First port for POD0) -> 32768+128*2+128(Last port of POD 2 ) = 32769 ->
33152

Port per user pod:

POD First Port Last Port
0 32769 32896
1 32897 33024
2 33025 33152
3 33153 33280
4 33281 33408
5 33409 33536
6 33537 33664
7 33665 33792
8 33793 33920
9 33921 34048
10 34049 34176

EVE Community supports two different console types.

5.1 Native console

EVE Native console option requires locally installed software
to access your lab nodes. To use the Native console option,
you must have Administrator rights on your PC and ensure
the TCP port range 32768-40000 is not blocked by a firewall
or antivirus software. (See table above)

5.1.1 Native Console: telnet
Windows OS: You can use your preferred telnet program like Putty, SecureCRT or others.

Example: Putty as native telnet client on Windows.
To setup Windows native telnet client please follow section 3.7.1
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Linux OS: You can use your preferred telnet program like the Native Terminal, SecureCRT,
or others.

Example: Telnet client from the native terminal on Linux Mint. To setup Linux native telnet
client please follow section 3.7.2

EVE | Topology +

MAC OSX: You can use your preferred telnet program like the native Terminal, SecureCRT,
or others.

Example: Telnet client from the native terminal on MAC OSX. To setup MAC OSX native
telnet client please follow section 3.7.3

5.1.2 Native Console: Wireshark

EVE Community has an integrated connection with natively installed Wireshark software on
your PC. This allows live captures with Wireshark installed on the client machine. The EVE
will capture natively installed Wireshark session.

L\ IMPORTANT NOTE: Make sure you have installed Wireshark and EVE-NG client
pack. It is strongly recommended if your Wireshark software is installed at your PC
default location.
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v | @ Search EV... 0

Mame - Date maodified Type Size
€55
Log 24/04/2018 21:02 File folder
Uninstall 24/04,/2018 21:00 File folder
@ plink.exe 15/03/2017 20:09 Application 585 KB
@' putty.exe 5/03/2017 20:09 Application 810KB
) n UltraVNC_1_2_12_X64 Setup.exe 15/03/2017 20:11 Application 2,722 KB
ultravnc_wrapper.bat 03/02/2016 22:53 Windows Batch File 1KB
@ win7_B4bit_ultravnc.reg 15/03/2017 20:34 Registration Entries TKB
@ win7_64bit_wireshark.reg 15/03/2017 20:34 Registration Entries 1KE
@ win10_64bit_putty.reg 08/04/2017 17:36 Registration Entries 2KB
@ win10_64bit_sCRT.reg 08/04,/2017 17:36 Registration Entries KB
wireshark_wrapper.bat 15/03/2017 20:32 Windows Batch File 1KB

A IMPORTANT NOTE: The Wireshark wrapper located in your PC station must match
your EVE root password. Edit your EVE root password in the wireshark_wrapper.bat,
if you had changed it during install.

a win10_64bit_putty.reg Registration Entries 2KB

& win10_64bit_sCRT.reg

wireshark_wrapper.bat

1.] wireshark_wrapper.bat - Notepad - [} ®

Registration Entries KB
Windows Batch File TKE

File Edit Format View Help

iIECHO OFF

SET USERNAME="root"

SET PASSWORD="eve"” Your EVE VM root password

SET S=%1

SET S=%5:capture://=%

FOR /f "tokens=1,2 delims=/ " %X¥a IN ("%S%") DO SET HOST=%Xa&SET INT=%%b
IF "%INT%" == "pnet®" SET FILTER=" not port 22"

ECHO "Connecting to #®USERMAMEX@RHOSTH..."

"C:\Program Files\EVE-NG\plink.exe" -ssh -pw ¥PASSWORD¥ %USERNAME3@#HOST% "tcpdump

it -U -1 ®INT% -s 8 -w -%FILTER%" | "C:\Program Files‘\Wireshark\Wireshark.exe" -k -i -
ems

Example: Fortinet live interface portl capture.

B Stop
Right click <& Wipe
X Export CFG Click
£ Capture Q portt /
/ Q port2
Click Q port3

Q port4
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Net
M Stop
£ Capturing from Standard input - [m] X < Wipe
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help & Export CFG
mae RE Rex2=F &S aqam

W [Apply a display fiter ... <Ctrl-/> 3 -] Expression...  + ¢ Capture Q portt
No. Time Source Destination Protocol Length Info A Q portz
= 1 6.000000 81.198.68.172 195.13.160.10 stp 474 Request: OPTIONS sip:195.13.16@.10:506¢ )
: 2 0.044183 2a:47:00:00:00:84  Broadcast ARP 64 Who has 195.13.160.1132 Tell 195.13.16€ Q port3
: 3 0.092268 5a:47:00:00:00:64  Broadcast ARP 64 Who has 195.13.160.762 Tell 195.13.160. Qport
H 4 0.100273 80.82.65.74 195.13.166.10 TP 64 43111 » 7113 [SYN] Seq=0 Win=1824 Len=¢ .
E 5 8.238397 Broadcast ARP 64 Who has 195.13.168.4? Tell 195.13.168.1
E 6 8.295882 Broadcast ARP 64 Who has 195.13.16@.842 Tell 195.13.160.
i 7 ©.384797 aa:47:00:00:00:84 Broadcast ARP 64 Who has 195.122.9.182 Tell 195.122.9.1

8 B.582888 81.198.68.172 195.13.168.18 SIP 474 Request: OPTIONS sip:195.13.160.1@:5086€
. 9 8.519371 2a:47:00:00:00:84 Broadcast ARP 64 Who has 195.13.168.92? Tell 195.13.168. Y
< >

Ethernet II, Src: aa:d
892.1Q Virtual LAN, PRI:
Internet Protocol Version 4, Src: 81.198.

Frame 1: 474 bytes on wire (3792 bits), 474 bytes captured (3792 bits) on
:00:60:84 (aa:47:00:00:00:84), Dst: Grandstr_88:c0:07 (90:0b:82:88:c0:07)
@, CFI: @, ID: 33

68.172, Dst: 195.13.16@.18

interface @

~

@8 b 82 88
@3 20 45 08
44 ac c3 ed
54 49 af 4e
2e 31 36 3@
2f 32 20 3@

@
o1
a8
53
2e
ed

67 aa 47 ©0 B0 60 B4
€8 88 Se @@ @8 3d 11
8a 13 c4 13 c4 @1 ba
20 73 69 7@ 3a 31 39
31 3@ 3a 35 30 36 3@
@a 56 69 61 3a 28 53

81 6 00 21 ....G6
7a 3d 51 c6 .
bf 6d 4f 58 D..... woP
35 2e 31 33 TIONS si p:195.13
20 53 49 50 .160.10: 5060 SIP
49 58 2f 32 /2.8..vi a: SIP/2

7 Ready toload or capture

Padkets: 2650 * Displayed: 2650 (100.0%) || Profile: Default

5.1.3 Native Console: VNC

Windows OS: Recommended and tested is UltraVNC but any other compatible one can be

used.

Example: UltraVNC as Native VNC client on Windows. To setup Windows native VNC client
please follow sgction 3.7.1

Im

Linux OS: Remote Desktop Viewer for VNC Sessions.
Example: Remote Desktop Viewer for VNC sessions on Linux Mint. To setup Linux native
Remote Desktop Viewer please follow section 3.7.2
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1/ eve | Topology x\ 4+

17222718 S 1

Femote View Bookmarks Help

R AT | Comect @) | & @ | 2 & Send Ciri-Al-Del
188264280020 ¢ @ = a8

MAC OSX: Preferred VNC program: Chicken VNC
Example: Chicken VNC as Native VNC client on MAC OSX. To setup MAC OSX native RDP
Viewer client please follow section 3.7.3

5.1.4 Native Console: RDP

Windows OS: Windows Native RDP.
Example: Windows RDP session to Win10 host in the lab.

1840000,

Linux OS: Remote Desktop Viewer as RDP session to lab Win10 host.
Example: RDP session to Win10 host in the lab. To setup Linux native Remote Desktop
Viewer please follow section 3.7.2

EVE | Topology *
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MAC OSX: Remote Desktop Viewer as RDP session to lab Win10 host.
Example: RDP session to Win10 host in the lab.
To setup MAC OSX native RDP Viewer client please follow section 3.7.3

5.2 HTML5 console

The EVE Community HTML5 console
provides a clientless solution for
managing labs and node sessions.
Management is achieved directly through
the browser by opening new browser
window. It is very convenient for
Corporate users with restricted

Sign in to start your session Workstation permissions (Locked Telnet,
vnc, rdp).

5.2.1 HTML5 Console: Telnet

HTML5 Telnet console opens telnet sessions in the new browser window.

EVE | Tepolegy

(@ 192.168.90.50/htm|5M/cli
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5.2.2 HTML5 Console: VNC

HTML5 VNC opens VNC sessions in the new browser window.

c @ /®'192.168.90,50 html5/#/client/Mzi3NjkAYwBteXNxbA==token=85A212CASFOC6B2ACT968 w

@ Finder File Edit View Go Window Help [ A Mon312AM Qi

Y

L2900l - eel 00

5.2.3 HTML5 Console: RDP for Windows

HTML5 RDP console opens RDP sessions in the new browser window. For Windows 7,
Windows Server 2008.

During Windows machine image installation, you can allow RDP sessions to be used for access
to Windows host. If your Windows host has enabled RDP session, edit windows node settings
and set RDP console. Give time to boot this node and RDP session will opens in new browser
tab.
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ADD A NEW NODE

Template

Windows -

Number of nodes to add Image

1 win-7-x86-PCC -

Name/prefix

win

B Desktop.png -

uuiD

PuLimit [

<] RAM (MB) Ethemets
1 4096 1
QEMU Version QEMU Arch QEMU Nic
tpl(2.0.2) - tpl(xB6_64) - tpl(e1000) -

QEMU custom options

-machine Eype=pc-1.0,accelkvm -cpu gemu64,+Fsgsbase -vga std usbdevice tabl

Startup configuration

None -
Delay (s)

o
Console

rdp -

Left Top

811 163

RN cancel

127.0.0.1

Cc o @ 192.168.90.50/hr
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6 EVE WEB GUI Management

6.1 EVE Management Page

The Main EVE management window

sk File manager  Current position oot

CBTICND2 CCNA LAB
O & s ® @8 & 2 B8 2 g—— Managementbuttons
[m] CCNALABS —
O Eatunl 23 Sep 2019 12:11
[0 [ CBTICND2 CCNA LAB.unl 23 Sep 2019 12:13
o — &
| |
s =

6.1.1 Management buttons

O K & 3= w & & B 2

Button Description

Select All or Deselect All folders or labs in the EVE tree

Create/Add new Lab

the folder(s) or lab(s) that you want to move.

]

P Change selected item name. To use this option, please select the folder or lab
that you want to rename. You must not rename the Shared folder, the Users
folder or any folder inside the Users folder.

gz Move selected item(s) to a different location. To use this option, please select
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& Delete selected folders or labs. You must not delete the Shared folder, the
Users folder or any folder inside the Users folder.

& Import an EVE lab or lab folder from a previous export. Import file must be in
.zip format

s Export EVE lab or folder. Select folder(s) and/or labs you wish to export and
select this option. The export is saved to your local PC in .zip format and is
ready to import to another EVE.

o) Toggle the sorting folders and labs between alphabetical and last edit date
(ascending/descending cannot be changed currently).

o Refresh current folder content

6.1.2 Management tabs

# Main /& Management ~ & System - @ Information - ©2017 Eve-NG

Description

Returns back to the EVE Home Management screen.

/& Management ~

Tab
- Management dropdown, opening the management submenu.

& Usermanagement

Management submenu, refer to sections: 6.3

System dropdown.

System submenu, refer to section 6.4
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Information dropdown

Information submenu, for details see section 6.5

6.2 Folders and Lab files management

This section will explain how to manage folders and labs on the EVE management page.
6.2.1 Folders Management

6.2.1.1 Create folder

Type the new folder name and click “Add Folder® ~ #fiemenessr crmoen e

[ V7

O R » % 8 & 2|02

6.2.1.2 Delete folder

O Running
. [m] Shared 18 May 2018 13:49
Select the folder you wish to delete and press i File manager  curroston
Delete. TRt
= =
| T 8 & L B ©
A NOTE: All folder content will be deleted as AN
We” B B8 MyLabFolde 18 May 2018 14:07
a Shared 18 May 2018 13:49
[ Isers 18 May 2018 12:48
O BWtest_labL.u 18 May 2018 12:58
O Wtest_lab2.un 18 May 2018 13:36
6213 Move Folder JuFile manager  cuentposition o
m m
Select the folder you wish to move and press the '~ "\ =
Move to button. S
O Meshared 18 May 2018 13:49
o 18 May 2018 12:48
O Wtest_lablunl 18 May 2018 12:58
O Witest_lab2.unl 18 May 2018 13:36
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Files selected to move:
Type and select the target destination for your folder and
confirm by clicking on Move.

MyLabFolder
New path
Shared /

6.2.1.4 Export Folder

Select the folder(s) you wish to export from your EVE and press Export.
fa File manager  currentposition | root
= [ e |
OB ¢ % & &|2|8|=2
Running \
‘/ @ MyLabFolder 18 May 2018 14:07
Shared

18 May 2018 15:16

Save the exported file as .zip to your local PC. The exported zip file is ready to import to another
EVE instance.

Opening_Exports_eve-ng_export-2018031-172551 zip
ave chosen to open:
B _Exports_eve-ng_export-20180518-172551.zip

which is: WinRAR ZIP archive (749 bytes)
from: hittp://192.168.90.23

What should Firefox do with this file?

OQpenwith | WinRAR archiver (default) o
@Save

[1Do this automatically for files like this from now

If your browser is set to save downloaded files to a default directory, your exported file will be
saved in the browsers default downloads directory.

6.2.1.5 Import Folder

A IMPORTANT: Importable file MUST be in .zip format, do NOT unzip the file.
Step 1: Press the Import button.
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i File manager  current position  root

lame Add folder

0O R ¢ & &8 | & & B 2

Running \
MyLabFolder 18 May 2018 17:24

O

O

] Shared 18 May 2018 15:16
O

Users 18 May 2018 14:31

Step 2: Choose the zipped file that contains EVE folders with labs.

@ FileUpload
~ » ThisPC & Desktop » Exports » v | @ | Search Exports
Organize v New folder
8 ThisbC A Neme h Date modified Type Size

File folder

MinRAR ZIP archive
AR ZIP archive
RAR ZIP archive
‘WinRAR ZIP archive

EIGRP cfg set2
BB EIGRP cfg set 22ip
BB EIGRP cfg setzip
B Firepower_poc_623.zip

B uD_lab_folder.zip \

File name: | UD_lab_folder zip

30 Objects
I Desktop
[£) Documents
& Downloads
b Music

=) Pictures
B Videos

i System (C)
= Donna (E)

- Data (G) v

~ [\ Al Files ()
_

Step 3: Press the Upload Button

ol File manager  cunentposition 100t
Wame.

UD_lab_foldersip . a2sMe

oms %8s 2@ |2

Cancel

Step 4: After you made sure your folder is imported and has all its content (labs), you can close

the upload session.

“huFile manager  cursotpeon

Hame,
UB_tab_folderip

A ok

S m s k8 4 a8 2

Status Actisns

Choose a lab for more info

MyLabFolder 18 May 2018 17:24
18 May 2018 15:16
19 May 2018 01:32

18 May 2018 14:31

o o|lo oo o

12 Apr 2018 11:16

6.2.2 Lab files Management

You can manage created labs from the main EVE file manager window
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@ information -

©2017 Eve-NG

& File manager  current

EALunl
[l €260 cfg LABOL.unl
i CBT ICND2 CCNA LAB.unl

B CBT ICND2 CCNA LAB_1569238598304.unl

6.2.2.1 Create Lab

23 Sep 2019 12:27
23 Sep 2019 12:36
23 Sep 2019 14:05

23 5ep 2019 13:36

Click on the New Lab button and refer to section 8.1

aF

ile manager Curentposition ' root

O &K+ = 8 & & B |2

OoO0o®@Od

6.2

Select the lab or labs you wish to delete and then press the Delete button

CCNALABS
EALunl

[ C360 cfg LABO1.unl

I CET ICND2 CCNA LAB.UR

[ CBT ICND2 CCNA LAB_1569238598304.unl

.2.2 Delete Lab

23 5ep 2019 12:27
23 5ep 2019 13:36
23 Sep 2019 14:05

23 5ep 2019 13:36

stem - @lnformation -

©2017 Eve-NG

aFilemanager  Curent position | oot

o

B ¢ »8 & 2 8 2

O mmccnNALABS
E\ﬁal unl
O Wc360cfg LABOL.uNL

[m]
O

6.2

I CBT ICND2 CCNA LAB.uni

[l CBT ICND2 CCNA LAB_1569238598204.unl

.2.3 Clone Lab

23 Sep 2019 12:27
23 Sep 201913:36
23 Sep 2010 14:05

23 Sep 2010 13:26

Choose a lab for more info

The cloning feature provides a very convenient way to duplicate original labs to share with

others or base another lab on it.

Cloned labs will copy exported configs (on supported nodes) but will not copy saved
states/configurations in Qemu nodes like Windows hosts, Cisco ISE, or other Qemu nodes that
are not supported by the export config feature. Please refer to section 10.1 for more information

on configuration export for labs.

Step 1: Select the lab you wish to clone and move the mouse pointer (blue) to that lab, an extra
option will appear. Click on Clone.
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aaFile manager  Current position | root

OB ¢ T & 2 8 T
Running
MyLabFolder 18 May 2018 14:07
Shared 18 May 2018 15:16
Users 18 May 2018 14:31
Ve Bitest_lablunl = $iMoveto (£ Rename anu%f\u
Bitest_lab2.unl 18 May 2018 13:36

Step 2: Your lab will be cloned with all your exported configurations or configuration sets with

a new name.
B test_labi.unl 18 May 2018 12:58
[ test_lab1_1526649330089.unl v 18 May 2018 16:15

Step 3: The lab has been cloned lab and can be renamed to your liking. Move the mouse pointer
to the cloned lab and choose Rename.

B test_labi.unl 18 May 2018 12:58

- ¥ Mwsm\_ﬁzename Diclone n

Step 4: Rename it, and click OK to confirm

Btest_lab1.unl 18 May 2018 12:58
# ] ‘ test_labl_mynew_clong]

6.2.2.4 Move Lab

Step 1: Select the lab you wish to Move and move the mouse pointer (blue) to that lab, an extra
option will appear. Choose Move to.

[ test_labLunl 18 May 2018 12:58
W itest_labl_mynew_done unl ~ Moveto [#Rename [)Clone u
[ test_lab2.unl 18 May 2018 13:36

Step 2: Type the path to the new destination and
confirm by clicking Move

Files selected to move:

[l test_lab1_mynew_clone.unl

srrent fles pasition

New path

6.2.2.5 Export Lab

Select the Lab(s) you wish to export from your EVE Server and press Export.
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s File manager  current position

| " 4 2 B °
a Running
[m] MyLabFolde 18 May 2018 17:24
O W Sharec 18 May 2018 15:16
o Us 18 May 2018 14:31
v Bitest_labLunl 18 May 2018 12:58
~& Ritest_labz.unl 18 May 2018 13:36

Save exported file as .zip to your local PC. The exported zip file is ready to import into another
EVE.

Opening_Exports_eve-ng_export-20130318-172551 zip X
You have chosen to open:
B _bxports_eve-ng_export-20180518-172551.zip

which is: WinRAR ZIP archive (749 bytes)
from: http://192.168.90.23

‘What should Firefox do with this file?
(O Qpenwith | WinRAR archiver (default) 82
(@ Save File

(Do this automatically for files like this from now on.

Cancel

If your browser is set to save downloaded files to default directory, your exported file will be
saved in the browsers default downloads directory.

6.2.2.6 Import Labs
A IMPORTANT: Importable file MUST be in .zip format, do NOT unzip the file.

Step 1: Press the Import button.

afa File manager  current position | root

Add folder

0O B ¢ % ® &2 B
m} Running \
m} MyLabFolder 18 May 2018 17:24
m} Shared 18 May 2018 15:16
m} Users 18 May 2018 14:31

Step 2: Choose the zipped file which contains the EVE labs.
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@ File Upload

x
« v 4[> ThisPC > Desktop 5 Buports » v 0 | Search Bxports »
Organize v New folder - @ @
Name Date modified Type Size
s Quick access
EIGRP cfg set2 File folder
% OneDrive B EIGRP cfg set 22ip 1 WinRAR ZIP archive 2KB
S I This pC. B EIGRP ofg setaip 1 RAR ZIP archive 4Ke
B Firepower poc R23ip 1 WinRAR ZIP archive 51Ke
= Donna (E) \
& Network
File name: |Firepower_poc_623.zip [\ All Files () v
& File manager  cun
Name s Progress Status Actians
Tirepower_poc_613.01p g [ ® Uplowd ®
A
om|ls x|/s|a 2|0 o
O e Running Choosealab for moreinfo
a MyLabFolder

18 May 2018 17:24

Step 4: After you made sure your lab is imported, you can close the upload session.

d Filemanager  curest posion

18 May 2018 17:24
18 May 2018 15116
18 May 2018 14:31
. 12Apr 2018 11116
Bitest_labi 18 May 2018 12:58
[

18 May 2018 13:36

6.3 EVE Management Dropdown Menu

6.3.1 EVE User management

The User Management page, under the
Management dropdown, will allow Admin
accounts to manage other user accounts.

# Main

#~ Manazement ~

& Systemn -

6.3.1.1 Creating a new EVE User

Step 1: Open the User management submenu. Management>User management and click Add
user
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Step 2: The Add New User management window will pop up. Fill in the main information about
your EVE user

User Name

uzerd

Password

Email

user3@evenglab.net

Name

Andrew Tester

POD

1

Add Cancel

Step 3: The POD number is a value assigned to user accounts automatically. POD numbers
are like user profiles inside of EVE and are a unique value for every user Think of PODs like a
virtual rack of equipment for each user. Admins can assign a preferred number between 1-128.
Please keep POD numbers unigue between users!

Step 4: Press ADD m Cancel

6.3.1.2 Edit EVE User

Step 1: Open the User management submenu. Management -> User management and choose
which user you want to edit.
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Step 2: The Edit user management window will pop up. Now you can edit necessary user
information, roles, or access time. Confirm settings by pressing Edit at the bottom of the
window.

User Name

userd

Password

Email

user3@evenglab.net

Name

Andrew Tester{

Role

POD

1

Cancel

6.3.1.3 User monitoring

There is a dropdown menu next to “Add User” called “More Info” that can provide additional
information about your users. Click the checkbox next to the relevant information that you would
like displayed. Additional columns will be added for each checkbox that is chosen.

User management PR —

[ — The EVE System dropdown contains the system utilization status, log
files, and an option to stop all running nodes on the server.
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6.4.1 System status

y The System Status page, under the System Dropdown, will show EVE
server resource utilization, the number of running nodes per template,
current running versions of EVE and Qemu, and the current status of the
UKSM and CPU Limit options.

System status o Bum o

1 System status

running 0L nodes running Dynamips nodes running QEMU nodes.

0 0 0

unning Dacker nodes running VPCS nodes

0 0

UKSM — “Ultra KSM (kernel same-page merging) is a Linux kernel feature that allows the KVM
hypervisor to share identical memory pages among different process or virtual machines on the
same server.” It can be disabled globally for EVE on this page. It is recommended to keep
UKSM enabled.

Template CPU Limit — CPU limit is used to limit CPU
Cisco vIOS - overloads during the nodes run time. It acts
like a smart CPU usage option. If a running

i ... . node reaches 80% CPU utilization, the CPU
g h Limit feature throttles CPU use for this node

Name/prefix to 50% until process usage drops under 30%

vios for a period of 1 minute.

Icon

@ Routerpng - It is recommended to keep the Global CPU

o Limit option enabled.

CPU Limit can be turned for individual nodes
cPutmic 0 v in a lab. EVE node templates are set, by
U RAM (ME) Ethemets default, with the recommended CPU limit

; 1022 . settings. An Unchecked CPU Limit option
means that this node will boot without CPU
limit.
Reference:

https://searchservervirtualization.techtarget.com/definition/KSM-kernel-samepage-merging

6.4.2 System logs

pragement - & (U The System logs page, under the System Dropdown, will display EVE
server log information
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In the menu you can select a specific log file for inspection.

6.4.3 Stop All Nodes

The Stop All Nodes option, under the System Dropdown, is an
option that stops all running nodes on the EVE server. This
option is accessible only by Admin users.

@ Information ~ &

6.5 EVE Information Dropdown menu

Bsystem - @information - ©2017 Eve-NG The Eve Information Dropdown contains links to the EVE
Website, EVE forum, EVE YouTube channel, and the web-
based EVE Live Help chat.

To join the EVE Forum, in order to make posts or download
materials, a forum user account must be created.

To join the EVE Live Chat for support, please use your Google account for access, or create a
new user account for this chat. Please note the forum and live chat use separate user accounts.

6.6 Other Tab line info

22:24 & admin # Sign out

Other items on the top menu are: Real-time clock, a shortcut to edit the currently logged in user,
and a sign-out button.

6.7 Lab preview and global settings

Once you click on a lab in the folder tree, a main window on the right side will display schematic
content of the lab as well as lab management options like open, edit, and delete.
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in  FManagement~ M@ System ~

@information - ©2017 Eve-NG

s File manager  currentposition | root
Addolder

0|e ¢ x| &2 82
m} CCNALABS
O EAtunl 23 Sep 2018 12:27

[0 [ CBTICND2 CCNA LAB.unl 23 Sep 2019 12:19

6.7.1 Lab preview window

CBTICND2 CCNA LAB

e &

—
—

Lab Path [CBT ICNDZ CCNA LAB.unl
Version: 1
UUID: 248361 2¢-dH0-4e3d-2d35-505967a21 T4

Author: UD

The lab preview window displays the schematic position of nodes and their connectivity. The
Scale option allows you change the lab preview size.

test_lab2

Lab Path: st lab2.ur
Versioni 1

DS 1d3b0723 404455 25 datd 1
Bathor:

6.7.2 Lab preview buttons

In the lab preview, these buttons allow you to manage the selected lab.

Button Description

Opens the Lab to the Topology Canvas

Opens the Labs Global Settings. Refer to section 6.7.4 for more info.

DElete Deletes the lab
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6.7.3 Lab preview information

Description, version, UUID etc.

Lab Path: /test_labl.unl Description:
Version: 12 Here is short description of Lab
UUID: 55692558-5ach-4308-ab66-64fab4obd3Lf

Author: John Tester

6.7.4 Lab Global Settings

Lab Global Settings Page is opened when you click on the E Edit button below the Lab
preview window or from the Topology page Side bar:

Author 3

Config Script Timeout 4 0 Saconds

Lab Countdown Timer 5. 1 Seconds

cane
This page allows you to fill out important information about the lab. The red numbers in the
picture correlate with the numbers listed below
1. Lab name.
2. Version: Version numbers allow a lab author to assign a value to a unique state of a
lab. Increase the number to correspond to new developments in the lab. If left unfilled,
EVE will assign a value of 1 automatically.
3. Author: You can add a lab author name in this field
4. Config Script Timeout: It is the value in seconds used for the “Configuration Export”

and “Boot from exported configs” operations. Refer to section 10.3 for more
information.
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5. Description: In the Description field you can write a short description of the lab.

6. Tasks: In the Tasks field you can write the task for your lab.

The Lab details window can be opened from the Topology Canvas page
sidebar during labbing, to read the Tasks for the lab.

LAB DETAILS

TEST_LAB1
I0: 95652558-5ach-4308-ab66-64£3040b431 £
Here is short description of Lab

Here are tasks far your lab. Task 1, Please configure Routers with IP addressing Task 2. Configure IGP, EIGRP routing on a1l nodes Task 3. Configure windows Host ko receive DHCP IP address
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7 EVE WEB Topology page

Once you open a lab, the topology page for that lab will open.

> +

1

8 Home LAN—"" e
C ‘Subnet
=
i LTS
o A
a (eort)
e o-*;. SVI.10
st 192.168.1.0/24
O TRUNK TRUNK
© -4 - =
g b b g % % ]
svi S .12|~ (3170 192.168.2.024 (1) ~192.1$3m24@—%
) :13 2 PR A b Nl App  mwim
4
B win1 B winz
192.165.1.20124 192.165.1.50/24
7.1 Side bar functions

Move your mouse pointer over to the left on top of the minimized sidebar to expand the
interactive sidebar as shown in below screenshot

192.168.1.0/24

e =

sVI .12| (@) (=010) @ () 192.168.2.0124 %192.163.5.0124—@'_@
. K 2 - A

aop w3

192.168.1.50/24
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7.1.1 Add an object

The “Add an object” menu can be accessed in two different ways, from the sidebar and by right-
clicking on the Topology Page

Add a new object
& Node

# Network

Eal Picture

O Custom Shape
AText

£ Auto Align

7.1.1.1 Node object

The Node object opens the “Add a new node” window. Only nodes that appear blue in the
dropdown menu can be added. A grey image name signifies that you have not yet properly
uploaded an image to the proper folder. A blue image name means that at least one image
exists in the proper folder for this template.

ADD A NEW NODE

Template

Nothing selected -

Nothing selected

A10vThunder

Apple OSX

Aruba ClearPass
Aruba WiFi Controller
Arista vEOS
Barraccuda NGIPS
Brocade vADX
CheckPoint Security Gateway VE
Cyberoam Fw
Docker.io

Cisco ACS

Cisco AMP Cloud
Cisco ASA

Cisco ASAV

Cisco Application Policy Infrastructure

7.1.1.2 Network object

The Network object opens the “Add a new network” window. This function is used to add any
kind of network (Cloud, Bridge). For details on these, please refer to section 9
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ADD A NEW NETWORK

Number of 1
networks to add

Name/Prefix Net
Type bridge hd
Left 0
Top 0

Save Cancel

7.1.1.3 Picture object

The picture object opens the “Add Picture” window and allows you to upload custom topologies
in jpg or png format. After uploading, you can edit these pictures and map selected areas to
nodes from the topology to use your own designs as a lab topology from which you can directly
connect to the nodes. For details, refer to section 10.2

ADD PICTURE

Name MyTopology

Picture Browse... | anycon_lab.PNG

m Cancel

7.1.1.4 Custom shape object

The Custom shape object allows you to add shape elements onto the topology; these currently
include squares, round squares and circles. For details, refer to section 10.1

ADD CUSTOM SHAPE

Type square &2

Name ‘ ‘

Border-type solid o

Border-width 5 s

odercolot

color

Cancel
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7.1.1.5 Text object

The Text object allows you to add Text elements onto the topology. For details, refer to section

10.1.3

P
B Node
#* Network
Edl Picture

rrrrrrrrr

0 Custom Shape

ATt —
iE Auto Align Wﬂ _—
7.1.2 Nodes
The Nodes object in the sidebar opens the “Configured Nodes” window.

CONFIGURED NODES -

nfa s92 1 nfa rip-tls. Desktop.png - None v Desio

& Routerpng - Hone Y emaie @
Router.png - Nom v Omaio
Router.png * Nom v omate

rdp “| @ Wetwork Analyzer.pngr  Gefaul: v rmaio

2 2 2 2 2 29

s =

rdp-tls. “| B Desktoppng *  Nome < rmaio

In this window, you can make changes for nodes that are on the lab topology. More options
can be found in the detailed node specific menu, for details refer to section 8.1.2.

% NOTE: Running nodes are highlighted in Blue, their settings cannot be changed. You
can only change settings of nodes that are not currently running.

You can change the following values:

Node Name

Boot image

Number of CPUs for the node

Enable or disable CPU Limit (Refer to section 6.4.1)

IDLE PC for Dynamips node

NVRAM in Kbyte

RAM in Mbyte

Ethernet quantity. NOTE: The Node must be disconnected from any other nodes to

make this change. You cannot change the interface quantity if the node is connected

to any other node.

e Serial interface quantity, IOL nodes only. You cannot change Serial interface quantity
if the node is connected to any other node.

e Type of Console

e Node Icon that appears on the Topology

e Startup configuration to boot from
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Actions Buttons (Stopped node):

ACTIONS

pEOY EGE W

Actions Buttons (Running node):

Start node

Stop node

Wipe node

Export the nodes config
Networks

Edit node

Delete Node

ACTIONS

DOeaxXE m

7.1.3

Console to the node
Stop node

Wipe node

Export the nodes config
Edit node

Delete Node

Networks

The Networks object in the sidebar will open the “Configured
Networks” window.

The “Configured Networks” window will only show networks that were specifically added to the
topology; it will not show node interconnections. The example below is showing information for
networks on the Topology. For Cloud networks and how to connect EVE labs to a network

external to EVE, please refer to section 9

?
:

WSR3 mCs

W CSR2

R4
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CONFIGURED NETWORKS b

D NAME TYPE ATTACHED NODES AcTiOoNS
1 NAT nate 1
rgmt pret 1 ¢ ®

3 vwiteh bridge 3 G

ACTIONS

G m

e Edit Network
e Delete Network

7.1.4 Startup-configs

The Startup-configs object in the sidebar opens the “Startup-configs”
window.

This window will show you startup-config for each node and if the node is set to boot from it
(ON) or not (OFF).

STARTUP-CONFIGS :

[= i) g -] eaior (G
a 4 =
a g -

a s

L] g -]

- 4

7.1.5 Logical Maps

NOTE: The Logical Maps object will only appear in the sidebar after

you have uploaded a custom topology picture to the lab EVE lab
(Please refer to section 7.1.1.3). The Pictures object in the sidebar opens the “Picture
Management” window.

For details on the Picture / custom topology feature, refer to section 10.2
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7.1.6 Configured Objects

Configured objects The “Configured Objects” window will display a list of all objects that
e are added onto the topology. For details on different objects, refer to

section 10.1

NOTE: You will not see any objects in this window if none have been added to the lab yet.

CONFIGURED OBJECTS
v et ®

7.1.7 More actions

The More actions menu in the sidebar has a submenu with the following functions.

©»

[
O, T T O I

7.1.7.1 Start all nodes

P Start all nodes The “Start all nodes” action will start all nodes on your topology, taking
the (configurable) startup delay of each node into consideration.

L\ IMPORTANT. Starting many nodes at once can seriously spike your CPU utilization.
Please make sure that you are not using the “Start all nodes” option for heavy labs or
that you have configured a proper delay between the nodes. For heavy nodes and
large quantities, it is recommended to start them in smaller groups, wait for them to
finish booting and then start another small group of nodes.

7.1.7.2 Stop all nodes

W Stop all nodes Stopping all nodes will power off all nodes on your topology.

L NOTE: It is recommended to save your (running) configurations on the nodes in your
lab before you stop the lab if you want to continue where you left off the next time.
Stopping the nodes will leave the images in a temporary folder and will take up space
on your drive until they have been wiped.
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7.1.7.3 Wipe all nodes

The “Wipe all nodes” action will wipe the NVRAM or currently saved
image of all your nodes in the current lab.

Example: You have saved the nodes configuration by saving the running configuration to the
startup configuration. The Wipe command will delete the saved NVRAM startup configuration
and on the next boot it will boot from factory defaults.

The same applies to images without configurations, e.g. a linux node. If you make modifications
to the system and afterwards wipe this node, the next time it will boot from the original base
image again as the modified image was deleted.

The “Wipe node” action is commonly used with initial startup configuration modifications. The
Wipe node action does not delete configured startup configurations or sets. Please refer to

section 10.3

7.1.7.4 Console to All Nodes

2 Consale To All Modes

“Console to all nodes” will open a console to all of your running
nodes in the current lab. This includes all different kinds of

configured console types for lab nodes like VNC, Telnet and RDP.

7.1.7.5 Export all CFGs

X Exportall CFGs

Export configurations are supported for:

The “Export all configurations” action will export current configs to
the EVE startup-configs.

Cisco Dynamips all nodes
Cisco IOL (I0S on Linux)
Cisco ASA

Cisco ASAv

Cisco CSR1000v

Cisco Nexus 9K

Cisco Nexus Titanium
Cisco vIOS L3

Cisco vIOS L2

Cisco XRv

Cisco XRv9K

Juniper VRR
Juniper VMX
Juniper vMX-NG
Juniper vQFX
Juniper vSRX
Juniper vSRX-NG
Mikrotik

PFsense FW
Timos Alcatel
VEOS Arista

For a full explanation of exporting configurations, please refer to section 10.3

7.1.7.6 Edit lab

# Edit lab

Opens the Edit lab window. Refer to section: 6.7.4
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EDIT LAB
. Description "

7.1.7.7 Set node’s startup-cfg to default configset

Sets nodes to the default startup-config. NOTE: If you have
nothing saved in the default config set for any node, that node
will boot from factory default instead. This is commonly used with the wipe nodes function so
the node will boot from the configured startup-config on next boot and not from the startup-
config in its NVRAM in case the node was started before already.

4 Setnodes startup-cfg to default configsat

Please refer to section 10.3

7.1.7.8 Set node’s startup-cfg to none

startup-cfg to none Setting all lab nodes to boot from factory default. Used
commonly with the wipe nodes function. The example below
shows the steps to set a lab to boot from factory default.

Step 1: Wipe all nodes
Step 2: Set all nodes to startup-cfg none

Please refer to section 10.3

7.1.7.9 Delete default startup-cfgs

< Delete default startup-cfas

A WARNING: this action will delete all configurations saved to your saved default config
set. Please make sure that is what you want to do before you execute this.

7.1.8 Refresh Topology

Sometimes it is necessary to refresh the topology if many objects are
added on the topology.

=

Refresh topology

7.1.9 Lab page zoom/unzoom

@ — oomlems + This action is used to zoom or unzoom a large topology in EVE.
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7.1.10 Status

Opens the EVE Status window.

Especially useful while working with labs to monitor your EVE’s resource utilization. It shows
EVEs CPU, RAM and disk utilization in real time. You can also see the number of running
nodes per node type. For details on UKSM and CPU Limit, please refer to section 6.4.1

STATUS *

EVE-NG version: 2.0.3-95 ' ~
QEMU version: 2.4.0 1% 19% 0% 5.59
UKSM Status: &
CPU Limit Status: = CPU usage Memory usage Swap usage Disk usage on/
Role: admin
POD: 0 s 0 0

running IOL nodes running Dynamips nodes running QEMU nodes

0 0
running Docker nodes running VPCS nodes

7.1.11 Lab details

Lab details Lab details display information about a lab, its UUID, description and
o lab tasks. To edit the lab description and lab tasks, please refer to

section 6.7.4 and 7.1.7.6

LAB DETAILS

ARISTA MLAG INTEGRATION
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7.1.12 Close lab

Closes the lab topology. The lab can be closed while the nodes in
the lab nodes are stopped.

7.1.13 Lock Lab with password

“Lock Lab” disables some of the functions on the lab topology. If the lab is locked, you cannot
move any node or object nor edit any node settings. Basically, the whole lab will be in read-
only mode except for the lab settings itself, which you can still edit as Administrator from the
main menu.

" Lock Lab _

Password

Lab is unlocked and all operations are
working

Confirm password

Enter and confirm your lab lock password

To unlock a Lab, simply press on the red “Unlock Lab” button with an Administrator account.

Enter password ko unlock lab

Lab is locked and all operations are password

restricted Cancel

Enter lab unlock password to unlock lab.

Warning: Please remember your Lab lock password. In case of a lost password, you will not be
able to recover it. Unlocking a lab / removal of password can be done by EVE-NG support only.

7.1.14 Logout

G Logout Log out from the EVE WEB GUI session.

7.2 EVE Lab topology menus

Right-clicking within the EVE topology can open new menus with various functions and options
for managing nodes.
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7.2.1 Lab topology menu

Right-clicking on the (free/unused) canvas of the EVE topology opens a new

& loge menu. (Add-) Node, Network, Picture, Custom Shape and Text are the same
# Network functions referred to in section 7.1.1.

Gl Picture

O custom Shape Auto Align. This function will help align objects on the topology. The lab
AText creator does not need to worry about small displacements of objects. Auto

Align will align all objects to a virtual grid with a single click and can make
neatly arranged labs look even neater.

2 Auto Align

7.2.2 Connection menu

Right-clicking on the connection between nodes allows you
to delete this connection.

7.2.3 Cloud or Bridge network menu

Right-clicking on a Cloud or Bridge network allows you to edit or delete it.

= m Mgmt |
G Edit @t

1 Delete

i Delete

@
ADD A NEW NETWORK If you ha\_/e chosen Edit, the Network edit window will
open a window where you can change the placement,
bt network type or name/prefix.
Name/Prefix Net
Type bridge -
e (] .
" For details on how to operate EVE Cloud networks and
R —— external connections, please refer to section 9
| Cloudt
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7.2.4 Stopped node menu
EDIT NODE

Right-clicking on a stopped node also opens a menu:

Template

s Cisco CSR 1000V

D
CSR3 (3)
3

W Start
Image
S Wipe
- 51 000v-universalk9.03.17.04.5156-1.54
& Edit Name/prefix
1 Delete C5RI

Icon

& CSRv1000png

uuiD

Start node: This will start the selected node in this lab P —

Wipe node: Wiping a node will erase the NVRAM cruume ]
(running config) or the temporary image snapshot cru R () _—

depending on the type of node. This option is used to 1 e :
clean up a node in order to boot it from factory QE"{“{““”J"“" QE":““f‘“) QE”L‘(”""J
. . tpli212.0 - Epl(xB6_64, - tpl(e1000

defaults or a custom set of configurations. . — .

QEMU custom options

. . . . -machine type=pc-1.0,accel=kvm -serial mon:stdio -nographic -nodefcanfig -nodef

Edit node: Opens the Edit node window (picture on o o 2
the right). For details please refer to section 8.1.2 Startup configuratian

Mone
Delete node. Deletes the node from the lab. It is Detay (5)
recommended to disconnect (delete connections to it) v
the node before you delete it. Console

telnet

Left Top

472 365

Cancel.

7.25 Running node menu
Sizummmmmm  Right-clicking on a running node also opens a menu:
PR g s
<a Wipe
& Export CFG

» Capture

Wipe node: Wiping a node will erase the NVRAM (running config) or the temporary image
shapshot depending on the type of node. This option is used to clean up a node in order to
boot it from factory defaults or a custom set of configurations.

Export CFG: This function is used to export the saved running configuration to the EVE
startup configuration sets. Reference section 10.3
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T - S Capture. Wireshark capture. Select the interface which you wish

PR msop . »= to capture. Reference section 5.1.2

< Wipe

& Export CFG

< Capture Q e/
Q e
Q02
Qe

7.2.6 Selected nodes menu and features

Itis possible to select many objects or nodes at once in EVE. Using your mouse, you can select
an area which will cover your nodes and/or you can click on nodes while holding the CTRL key
on your keyboard.

Gr;JTa of CSR1, CSR2
P Start Selected
B Shutdowrm Selected
S ipe Selected

2 Console To Selected Nodes

X Exportal CFGs
K2 Set nodes startup-cfg to default configset

B Set nodes startup-cfg to none

B Horizontal Align

& Vertical Align

@ Gircular Align

Tl Delete nodes startup-cfg
i Delete Selected

Start Selected: This will start the selected nodes in this lab.
Stop Selected: This will stop the selected nodes in this lab

Wipe Selected: The Wipe Selected nodes action will wipe the NVRAM or currently saved
image of the selected nodes in the current lab.

Example: You have saved the nodes configuration by saving the running configuration to the

startup configuration. The Wipe command will delete the saved NVRAM startup configuration
and on the next boot it will boot from factory defaults.
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The same applies to images without configurations, e.g. a linux node. If you make modifications
to the system and afterwards wipe this node, the next time it will boot from the original base
image again as the modified image was deleted.

The Wipe node action is commonly used with initial startup configuration modifications. The
Wipe node action does not delete configured startup configurations or sets. Please refer to
section 10.3

Console To Selected Nodes: Console To Selected Nodes will open a console to all selected
running nodes in the current lab. This includes all different kinds of configured console types
for lab nodes like VNC, Telnet and RDP

Export all CFGs: The Export all configurations action will export current configs of selected
nodes to the EVE startup-configs.

For a full explanation of exporting configurations, please refer to section 10.3

Set nodes startup-cfg to default configset: Sets nodes to Default startup config, used
commonly with the wipe nodes function. NOTE: If you have nothing saved in the default config
set for any node, that node will boot from factory default instead. This is commonly used with
the wipe nodes function so the node will boot from the configured startup-config on next boot
and not from the startup-config in its NVRAM in case the node was started before already.
Please refer to section 10.3

Set nodes startup-cfg to none. Setting selected lab nodes to boot from factory default. Used
commonly with the wipe nodes function. The example below shows the steps to set selected
nodes to boot from factory default.

Step 1: Wipe selected nodes
Step 2: Set nodes startup-cfg to none

Please refer to section 10.3
Horizontal Align. Aligns the selected nodes in one horizontal line.
Step 1: Select the nodes you wish to align.

Step 2: Right click on one of the selected nodes and choose Horizontal align, this will align all
nodes to the selected node.

Picture before:

- viost W w052 Bwvasa

ioss 9
Wviose Ll W vioss @
oSt

1056

Picture after:

Page 107 of 167 ©EVE-NG LTD



GVG EVE-NG Community Cookbook

Emulated Virtual Environment Version 102

Next Generation

N
[y

== = B = B B = = = &

Vertical Align: Aligns the nodes in one vertical line.
Step 1: Select the nodes you wish to align.

Step 2: Right click on one of the selected nodes and choose Vertical align, this will align all
nodes to the selected node.

Picture before Picture after
= =
= =
= =
= =
= =

i

)
,
)

Circular Align: Aligns the nodes in a circle.

Step 1: Select the nodes you wish to align.

Step 2: Right click on one of the selected nodes and choose Circular Align, this will align all
nodes in a circle, the midpoint of the circle will be at the coordinates the selected node was at

before.

Picture Before Picture After
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Delete nodes startup-config.

A WARNING, this action will delete the configurations of the selected nodes that are
saved to your Default config set. Please make sure that is what you want to do before
you execute this.

Delete selected: This will delete the selected nodes from your current lab.
Selected nodes can be moved as a group across the topology.

Example: You can select nodes and objects to better position them on the Topology.

NAT

7.3 EVE Lab node states and symbols

7.3.1 Stopped (non-running) nodes

= Grey colour and a square symbol below a node means that the node is stopped
and not running. Once you will start it, the node will change to one of the running
states below.
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A grey node with an exclamation mark inside a triangle below the node means
% that there was a problem during the boot process, this could be a corrupted boot
image, insufficient resources or problems with the initial configuration. A node in
this state cannot be started again.

Am

Workaround: Right-click on the node and wipe it, the symbol will then change to a grey colour
with a square symbol below it. Then edit the node and make sure you have configured sufficient
resources and the correct settings for this node, if it has startup-configs you can check them as
well. Afterwards start the node again.

7.3.2 Running nodes

% The blue colour and black Play triangle symbol means that the node is started and
- running, the node is in a working/functional state.

A running node with a clock symbol below the node means that the node is waiting

@ to finish loading from the set exported/startup configuration. Once the configuration

Om has been successfully applied, the node symbol will change to a Play triangle

symbol. If the node has finished booting but the clock symbol does not change to

the Play triangle symbol, the problem could be in the uploaded startup configuration. For how
to use exported configurations and boot nodes from them, please refer to section 10.1

% A running node with a turning red gear symbol means that the node is either in the
rye process of hibernating the node or it has sent the shutdown signal to the node and

is waiting for it to turn off. Once this process has successfully finished, the symbol
will turn into a grey node with a black square symbol below it (stopped state).

A\ NOTE: If the node does not support a system shutdown or does not recognize the
shutdown signal (example: Cisco router), after clicking on Shutdown, the node can
stay with a turning red gear symbol below it indefinitely.

Workaround: Use Stop or Stop/PowerOff to stop the node.

Example nodes where Stop/Shutdown is supported: Microsoft Windows and most Linux nodes
as well as a lot of appliances based on linux.

7.3.3 Node connector symbol

Connector symbol: If you move your mouse pointer on top of a running
or stopped node, an orange connector symbol appears. It is used to
> R1 mR1 connect nodes on the topology in a drag and drop style. Drag the
symbol from one node and release the mouse pointer on the second

node. A new window will appear where you can select the
= - interfaces the link should connect to.

mR1
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7.4 Other
7.4.1 Notifications area
‘The Notification area in the top right is displaying
informational or error messages.
'Win3: stopped xX
'Win3: Export not supported {19). x
Win3: Starting export, please wait x
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8 Working with EVE labs

A IMPORTANT NOTE: You must prepare and upload at least a couple of images to start
building your labs. Refer to section 12

8.1 Creating alab

Step 1: Click Add new lab. For more information on creating new labs, please refer to section
6.2.2.1

i File manager  current position ' root

Add folder

Step 2:

Fill out the lab information. Name and Version are required fields. Next hit Save. Refer to
section 6.7.4 for more information about the different fields in the Edit lab window.

Config Script Timeout 200 seconds

canfigurs stat oute to the Interne -
U

8.1.1 Adding nodes to the lab

The new Topology page will open. There are two different ways to add nodes to the topology
canvas:

Step 1: Object/Add Node

Left Side Bar > Add object > node. Refer to = Right click on a free area of the topology
section 7.1.1.1 for more information. page and click on “Node” to add a new node.
Refer to section 7.2.1 for more information.
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Add a new object

B1ode

E Metwork

Ll Picture

0O Custom Shape
AText

53 Auto Align

Step 2: The Add new node window will appear. You can scroll down to choose which node you
wish to add to the lab topology, or you can type the node name to filter through the node list.

A NOTE: It will only be possible to select and add nodes that have images preloaded in
EVE. These nodes will be displayed in a blue font. To prepare images for EVE, refer
to section 12.2

ADD A NEW NODE

Template

MNothing selected

Nothing selected
A10wThunder
Apple 05X
Aruba ClearPass
Aruba WiFi Contraller

Ariska vEOS

Barraccuda NGIPS

Brocade vADX

CheckPaint Security Gateway VE
Cybernarm Fw

Dockerio

Cizco ACS

Cisca AMP Cloud

Cizco ASA

Cisco ASAY

Cisco Application Policy Infrastructure
Cisco Context Directary Agent

Cisco CER 1000V

Cisco CSR1000Y (Denali and Everest)
Cisco IPS

Cizco CUCHM

CiscoISE

Cisco 105 1710 (Dynarnips)

Cisco 103 3725 (Dynamips)

Cisco 108 P206WXR. (Dynamips)

Cisco 0L

Cisco N¥-0Sv (Tikanium)

Cisco MOy 9K

Cisco FirePower

ADD A NEW NODE

Template

Nothing selected -

ciscal i ‘

Cisco AMP Cloud

Cisco ASA

Cisco ASAw

Cisco Application Policy Infrastructure
Cisco Cantext Directary Agent

Cizco CSR 1000V

Cisco C5R 1000V (Denali and Everest)
Cisco [PS

Cisco CUCK

Cisco ISE

Cizca 1051710 (Dynarmips)

Cisco 108 3725 [Dynamips)

Cisco 105 7206V3R (Dynamips)

Cisco |0L

Cisco Ni-OSw [Titanium)

Cizrn hi-05u 9K

Cisco FirePower

Cizco FirePawer &

Ciscovl0S

CiscoviOs L2

Cisco yhAR

CiscoviALC

Cisco VIAAAS

Cisco Prime Infra

Cisco Email Security Appliance (ESA)
Cisco Weh Security Appliance (WSA)
Cisco XRw

Cizro ¥Ry 8000
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Step 3: Edit “Add a new node” settings. Please refer to the picture and table below.

ADD A NEW NODE

Template 7,

Cizco CSRA000Y =
Number of nodes to add 2. Image 3,

1 csr000v-universalk.03.17.04.5.156-1.54 =

Name/prefix 4.
CSR

lcon §,

B8 CSRw1000.png -

uup 6.

CPU Limit |:| 7.

cpu 8. RAM (MB) O. Ethernets 10.

1 3072 4

QEMU Version 11. QEMU Arch 12, QEMU Nic 13.
tpliz.12.0) - tpliBe_64) - rpl(e1000) -

QEMU custom options 14.

-rnachine type=pc-1.0,accel=kvrn -serial mon:stdic -nographic -nodefconfig -re

Startup configuration 15.

MNone =

Delay (s) 16.

0

Console 17,

telnet -

Left Top

EEL] 210

Cancel

Page 114 of 167 ©EVE-NG LTD



eve

Emulated Virtual Environment
Next Generation

EVE-NG Community Cookbook
Version 1.02

8.1.1.1 Node values Table

Description

ADD A NEW NODE
Template menu. Choose which node template to add
| to the topology

Number of nodes to add

Chose the number of nodes of this type you want to add
to the topology

1

Image

Csr1000v-universalks.03.17.04.5.156-1,54 =

Choose your preferred version from preloaded images
SNy uniersalkd.03.17.04.5.158-1.54 list (if you have more than one image loaded for a
single template).

Name/prefix
foc Type your preferred
node name. If you are
adding more than one, EVE will automatically append numbers to the nodes
name.

Example. We are adding 5 CSR nodes with the name R. On the topology they
will appear as R1, R2, R3, R4, R5. Later using the Nodes window, you can edit
the node names per your needs. Refer to section 7.1.2 or edit the node
individually, refer to section 8.1.2.

Icon

& crnmng - Node icons can be changed from the

B soicers l " default per your preference, simply choose

S the preferred icon from the dropdown list.

O e . Node icons can be changed later per your
needs. Refer to section 7.1.2

uuID

The UUID number is

assigned automatically after

a node is created. You may
also set it manually in case you are using a license that is tied to a particular
UuID.
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CPU limit per node. This option is already set
7. CPU Limit |:| (checked/unchecked) per EVE recommendations. Refer to
section 6.4.1
CPU Each node template has a pre-set CPU value that aligns
8. 4 with vendor requirements. This value can be changed per
your needs.
RAM (MB) Each node template has a pre-set RAM value that aligns
9. s with vendor requirements. This value is displayed in MB
and may be changed per your needs.
Ethernets
4 The number of ethernets interfaces.
A NOTE for IOL nodes:
Ethernet interfaces for IOL nodes are placed into groups of 4. A value of 1 for
Ethernet means your node will have 4 interfaces.
10.
The serial interface option is available for IOL nodes only and follows the same
grouping structure as ethernet interfaces. A value of 1 for Serial means your
node will have 4 serial
Ethernet portgroups (4 int each) Serial portgroups (4 int each) interfaceS.
1 1
Custom MAC address for Qemu nodes only. You can define your own MAC
address for first interface:
11. First Eth MAC Address
aabbicc:00:deiad
QEMU Version EVE will pre-set the best recommended QEMU version
12. S for each node template. This value can be changed per
your needs.
QEMU Arch Qemu architecture is pre-set per image vendor
13. Pl _64) ”  recommendations. This value can be changed per your
needs
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14.

QEMU Nic

pEmaEE) < Type of Qemu NIC is pre-set per image vendor
virtio-et-pel recommendations. This value can be changed per your
o el000 needs

e1000-82545em
wimxnets

epliyrnxnet3)

15.

QEMU custom options

-rnachine type=pc-1.0,accel=kvm -cpu Mehalern -serial mon:stdio -nographic -r Qemu CUStom Optlons are pre_set
per image vendor
recommendations. This value can be changed per your needs

16.

Startup configuration

Startup configuration: Value can
be changed to set your node to
boot from saved configurations. Refer to section 10.3 for more details.

Mone ~

17.

P The Delay value is set in seconds and can

be used to delay a node from booting after
it is started. Example: if the value is set to 30, the node will wait 30 seconds
before processing its boot sequense. This feature is useful in conjunction with
the “Start all nodes” function if your lab requires certain nodes to start up before
others or to avoid a mass-start of very heavy nodes.

18.

Console Console types for each
telnet - template are pre-set with
recommended settings.
The setting can be changes per your needs.

A\ NOTE: The Docker template contains a wide variety of images,
therefore, please refer to section 14.1.3 for recommended console
types for each docker image. Windows nodes can use either RDP or
VNC but RDP needs to be enabled in Windows itself.

19.

First Eth MAC Address OPTIONAL: Templates for
Cisco FirePower, F5, Linux,
and Citrix have the option to

manually set the MAC address for the first ethernet interface. This will enable

the use of licenses that are tied to a particular MAC address.

MAC Address format must be like: 00:50:0a:00:0b:00

8.1.2 Edit node

EVE provides two ways to edit nodes after being added to the topology canvas.
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A NOTE: A node must be wiped each time an image or startup configuration has been
changed.

8.1.2.1 Edit nodes globally

From the Topology page. Click “Nodes” from the left sidebar to bring up the nodes list. Refer to
section 7.1.2 for more details.

8.1.2.2 Edit node individually.

P Start
@ ipe

Right click on the node and click Edit

G Ecit

M Delet=

The “Edit node” window will appear. It is very similar to the window that is displayed when you
add a new node. To change values for the node, refer to the nodes value table in section

8.1.1.1.
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EDIT NODE

Template

CiscowlO8 hd

[1n]

1

Image

wins-adventerprisek3-m-15.6.2T -

Name/prefix

lios

Icon

& Routerpng -

uuin

h5Fa3320-98ed-4ea4-ad21-627d427bBaka

CPU Limit D

CPU RAM (MB) Ethernets
1 1024 4
QEMU Version QEMU Arch QEMU Nic
tplidefault 2.4.0) - tpl(i3as) - tpl{e1000) -

QEMU custom options

-machine type=pc-1.0,accel=kvrn -serial monistdio -nographic -nodefconfig -nodef

Startup configuration

MNone =

Delay (s)
o

Console

telnet -

Left Top

839 218

Cancel

8.1.3 Wipe Node

The “Wipe node” function will clear the NVRAM of the node. Each time

Y a node setting is changed (CPU, RAM, boot image or startup
P Start - . . - . A

configuration) a wipe must be issued on that node. For more information

e refer to section 10.3

& Edit

i Delete
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8.1.4 Interconnecting nodes
To connect nodes on the lab, use the drag and drop style method
Connector symbol: Moving the mouse over a node will make an orange male plug

appear. The male plug is used to connect nodes on the topology, drag and drop
mr1 style. Release the mouse pointer on the second node.

&= = = &

R P viOs

The connection window will appear. Choose the interface you want to use to interconnect the
nodes. Click Save when finished.

ADD CONNECTION BETWEEN R1

AND R2
R1 Source ID: 1 % %
@ Source Name: R1 | B
type - Node

Choose Interface for R1

‘ Gio/o i
Giof1

Go/2
GI0/3

cio/o ¥

Destination ID: 2

Destination Name: R2

type - Node

8.1.5 Delete connection between nodes

To delete a connection, right click on it and hit “Delete.”

i

- Csh1
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8.1.6 Delete Node

SR To delete a node, right click it and hit “Delete.” This is a non-reversable

" s function
<aWipe
e NOTE: It is strongly recommended to delete connections from a node
i erre before deleting the node itself.

8.2 Running labs

8.2.1 Starting lab
Nodes inside a lab may be started individually, in groups, or all at once.

P Start all nodes The Start all nodes option will start all nodes on your topology.

A IMPORTANT. Starting all the nodes at once can result in major spikes in CPU
utilization. Please make sure you are not using the “Start all nodes” option for heavy
labs. Instead, it is recommended to start nodes in small groups.

Starting a node or group of nodes:

Right click on single node or node group and hit “Start.”

P Start < = -
-2
@ Wipe

i Group of R1, R2

i Edit P Start Selected ~—

i Delete W Shutdown Selected

Running nodes will turn blue. Refer to section 7.3 for node states

& o
> Ri1 > R2

8.3 Saving labs

To save a running lab, refer to the vendor recommended save commands for each node.

Example:
Cisco: “copy run start”
Juniper “commit”
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Your current work will be saved in the nodes’ NVRAM and the lab can be stopped safely.
Starting the lab again will allow you to pick up from where you left off.

A WARNING: Using the wipe action on a node will clear its NVRAM. This is similar to
doing a factory reset on a device.

The configurations of nodes can be exported and used as initial or startup configurations for
your labs. To export configurations and configuration sets for labs refer to section 10.1

8.4 Stopping labs

B Stop all nodes

The Stop all nodes option will stop all nodes on your topology.
NOTE: It is recommended to save your running configurations before you stop your nodes.
Stopping a node or group of nodes:

Right click on single node or node group and hit “Stop.”

For individual node Stop options refer to section 7.2.5

8.5 Start saved lab

Select the lab you want to start and click “Open”. To start Lab refer section 8.2.1

i File manager  current position | root
CBT ICND2 CCNA LAB
0O|E ¢ = 8& 2|82
[0 meccNALABS
O EALunl 23 Sep 2019 12:27
OO0 ECBTICND2 CCNA LAB.unl 23 Sep 2019 13:08

8.6 Importing labs

Refer to section 6.2.2.6

8.7 Exporting labs

Refer to section 6.2.2.5
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8.8 Deleting labs

Refer to section 6.2.2.2

8.9 Moving labs

Refer to section 6.2.2.4
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9 EVE Clouds and Networks

9.1 Bridge Network

The EVE Bridge interface acts like an unmanaged Switch. It supports passing along tagged
dotlq packets.

Example: We have to connect many nodes in a flat (dotlq) network

Step 1: Add a Bridge Network onto the topology. There are two ways to do this: Right-clicking
on the topology area and selecting “Add Network” or in the sidebar click “Add an Object” and
then select “Network.” Please refer to sections 7.2.3 and 7.1.1.2

Add a new object

B 1ode

# Network

Edl Picture

0 Custormn Shape
ATent

5 Auto Align

Step 2: Name/prefix can be changed in order to rename your Bridge network. Make sure your
network type is set to bridge.

ADD A NEW NETWORK

Number of 1

networks to add

Name /Prefix MNet ~—
Type bridge —
Left 1088
Top 476

Cancel

Step 3: Connect your nodes using the drag and drop connector. Refer to sections 8.1.4 and

7.2.3
R mR7
=
Bridge
e @
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9.2 Management CloudO interface

interface

EVE management interface is also known as the Cloud0
network for labs. The Cloud0 interface is bridged with your
EVEs first NIC. “Cloud” is used as an alias to pnet. Pnet is
the bridge interface name inside of EVE.

Cloud0 is commonly used inside EVE labs to get management access to nodes running inside
EVE from a host machine external to EVE.

L IMPORTANT NOTE: For EVE VMs running on ESXi, make sure your management
interface bridged with the vSwitch (Port group) has the security settings for
Promiscuous Mode set to Accept. Any port group or vSwitch used to connect an
external network to an EVE Cloud network needs to have the Promiscuous mode set
to “Accept’!

vSwitch Settings

./ Edit standard virtual switch - vSwitch1

=4 Add uplink
mMTU 1500 %
it vmnic1 v

¥ Link discovery Click to expand

v Security

Promiscuous mode ® Accept O Reject

MAC address changes ® Accept O Reject

Forged transmits ® Accept O Reject

» NIC teaming Click to expand
» Traffic shaping Click to expand

Portgroup Settings

(3 Management 90 UD

& Refresh

/ Edit settings

£3 Actions

~ vSwitch topology = Security policy

Allow promiscuous mode Yos
€3 Management 30 UD wx Physical adaplers
e Allow forged transmits Yes
VLAN ID: 4095 ‘— - i1, 100 Mbps. Full
Allow MAC changes Yes

= Virtual Machines (7)

90.35 —_

= = NIC teaming policy

MNotify swilches Yes

- Palicy

Reverse policy

Rolling order

~ Shaping policy
Enabled

Route based on ori
Yes

Mo

Mo
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EVE CloudO bridging table.

Lab name

CloudO

EVE

pnetO

interface
name (inside)

Type

Bridged

CloudO/pnet0 is bridged with your primary
EVE ethernet port. It is assigned a
management IP address used for WEB
GUI access. The EVE management
subnet can be used as a management
network in labs.

A Question: How can | obtain my Cloud0 subnet and gateway IP. Many EVE VMs only
have a DHCP address assigned on the pnetO interface.

Answer: SSH to EVE and type the following from the CLI:

route

Example: We want to use Cloud0 as a management network for an ASAv node in an EVE lab.
From the above-obtained information, we know that our Cloud management subnet is
192.168.90.0 with a mask of 255.255.255.0 and the Gateway IP is 192.168.90.1.

Number of
networks to add

Name /Prefix

Type

Left

Top

1

Mgt
Management(Cloudo)
737

163

ADD A NEW NETWORK

Step 1: Add A New Network onto the topology.
There are two ways to do this: Right-clicking on
topology area and selecting “Network” or in the
sidebar, “Add an Object” and then select “Network.”

Step 2: Name/prefix can be changed in order to
rename your Cloud0 network. Make sure your
network type is set to Management(CloudO).

Step 3: Connect your ASAv using the drag and drop
connector to the CloudO network. Refer to sections
8.1.4and 7.2.3

Step 4: Start the node and configure the interface connected to CloudO with an IP address from
the management subnet (192.168.90.0/24 in this example). Make sure you do not assign
duplicate IPs.
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Mgmt

@ Asav
File Edit View Options Transfer

L SRR ©tor host <Alt+R>

ASAv X

9]
(]
]
Eay
o
3
=
QO
3
o
w
]

00 percent (5-5),

Ready Telnet: 1

timeout is 2

nd

1=

round-trip min ax = 10-12/20 ms

113, 19 [13 Rows, 81 Cols_ [VT100

[car[nom] )

NOTE: Cloud interfaces can be used to connect multiple nodes to a single cloud instance on

the topology.

A [mymo)

ﬁ Mgmt [ J:1}
9.3 Other cloud interfaces

Other cloud interfaces can be used to extend a lab connection inside of EVE or bridged with
other EVE interfaces to connect external networks or devices.

EVE Cloud bridging table.

EVE
Lab cloud interface
name name
(inside)

Type

ESXi VM
corresponding
interface

VMware
Workstation
corresponding
interface

Bare HW

Server

Cloudo Pnet0 bridged

Network
adapter 1

Network
Adapter

First
ethernet

EthO

Cloud0/pnet0 is bridged with
your primary EVE ethernet port.
It is assigned a management IP
address used for WEB GUI
access. The EVE management
subnet can be used as
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management network in the
labs.
Cloud1 can be bridged with your
EVE second ethernet port to
Second achieve connection to another
i Network Network ethernet | network or device. The IP
Cloud1 Pnetl bridged adapter 2 Adapter 2 address is not required to be
Ethl configured on it. It will act like a
pure bridge your external
connection with EVE lab node.
Third
! Network Network ethernet
Cloud2 Pnet2 bridged adapter 3 Adapter 3 Same as Cloud1
Eth2
Fourth
’ Network Network ethernet
Cloud3 Pnet3 bridged adapter 4 Adapter 4 Same as Cloud1
Eth3
. Network Network
Cloud4-9 Pnet4-9 bridged adapter 5-10 Adapter 5-10 Same as Cloudl

Example: Cloud7 network is used as an extended connector between nodes:

Step 1: Add two Cloud7 networks onto the topology.

ADD A NEW NETWORK

Number of
networks to add

Name/Prefix

Type

Left

Top

Step 2: Connect your lab nodes to Cloud?. Your
configured nodes will work like being connected to
the same switch (or the same bridge in EVE).
Even CDP works. It is convenient if it is necessary
to have connections across the lab and you don’t
want to have connections going from one end of

the lab to t

2

Cloud7

Cloud7

he other.

lf—

——

——_
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If some of the clouds (e.g. Cloudl) are bridged to another ethernet (VMnet) you can connect
your EVE lab to an external VM or physical device (like e.g. a switch, IP phone or access point).

L\ For ESXi make sure that you have set Promiscuous mode security settings on the
vSwitch and Port group to Accept. Please refer to section 9.2

The next sections will explain how you can use Cloud networks in EVE to connect to other
external (e.g. VMWare) VMs or physical devices.

9.4 Connecting external VM machines to the EVE Lab

9.4.1 ESXi VM machines
External ESXi VM machines can be connected to EVE labs using cloud interfaces.

A NOTE: A single Cloud interface can be used to connect more than one external VM to
the EVE lab.

Example: Connecting a Web Security Appliance (WSA) to the lab using the Cloud1 interface.
Step 1: Create a new or use an existing portgroup on your ESXi and assign it to EVE and WSA
VMs as shown below. Make sure you have set Promiscuous mode on the vSwitch (portgroup
WSA-MGMT) to Accept.

L\ NOTE: VM machines must be in a powered off state to assign network interfaces.

Portgroup WSA-MGMT (with vSwitch5 as parent) settings:

) WSA-MGMT

/ Edit settings ~ ( Refresh | £} Actions

:\ WSA-MGMT

+ vSwitch topology

| €2 wsamemT
VLAN ID: 0
~ Virtual Machines (2)
EVE-PROvV24
coeus-10-1-3-033-S000V

No physical adaplers

~ Security policy
Allow promiscuous mode
Allow forged transmits

Allow MAC changes

* NIC teaming policy
Notify switches
Policy
Reverse policy

Rolling order

~ Shaping policy
Enabled

Route based on originating port ID
Yes

No

No
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Parent vSwitch5 settings:

(3 vSwitchs

S Adduplink / Edt setfings | (' Refresh | £F Actions

vSwitch5
Top

Standara vawicn
E— !
= vSwitch Details ~ vSwitch topology
MTU 1500
Ports 4352 (4319 available) . WSAMGMT o pavscal sdoplers
VLANID: 0
Link giscovery Unknown
Attached VMs 2 (D active)
= NIC teaming policy
Notify switches Yes
Policy Route based on eriginating port ID
Reverse policy Yes
Rolling order No
~ Security policy
Allow promiscuous mode Yes
Allows farged transmits Yes
Allow MAC changes Yes

EVE and WSA VMs settings

EVE VM, second port is assigned to
portgroup WSA-MGMT. It is Cloudl on the
EVE topology.

Cisco Web security appliance (WSA),
Management port is assigned in portgroup
WSA-MGMT.

~ Hardware Configuration ~ Hardware Configuration

* ©cpu

8 Memory
b+ ) Hard disk 1
» 2 Hard disk 2

USB controller
8 Network adapter 1
+ M Network adapter 2
L ! Video card

+ [l Others

16 vCPUs

32GB

40 GB

150 GB

use 2.0

Management 90 UD (Connected)
WSA-MGMT (Connected)

4 MB

Additional Hardware

EVE Lab connected to the WSA (Cloud1)

» | cpu

i Memory
» 2 Hard disk 1
» [HE Network adapter 1
» B Network adapter 2
» [ Network adapter 3
» EE Network adapter 4

» HE Network adapter 5

1vCPUs

4 GB

250 GB

WSA-MGMT (Connected)
UNUSED (Connected)
UNUSED (Connected)
UNUSED (Connected)

UNUSED (Connected)

A NOTE: ESXi WSA VM obtained the IP 192.168.10.3 from the DHCP pool on the lab

switch. The gateway is 192.168.10.1

A NOTE: The Firefox Docker node user for management obtained the IP 192.168.10.2
from the DHCP pool configured on the lab switch.
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9.4.2

- Y

L - -0

» Docker_management P Switch
DHCPPOOL WSA External ESXi VM

192.168.10.0/24 Port M1
SVI10 as Gateway 192.168.10.1

Cloud1

VLAN 10
& 192 - 192.168.90.23:58855 - Remote Desktop Connection ~ B X
&5 Cisco Web Security Virtu. X | + /
(€)» ¢ @ D& hips /1921681037 wsa_us -9 mo =

«tlalie Cisco SO00V
cisco ! Appliance

P Reporting ‘Wieb Security Manager Security Services Network System Administration

My Dashboard

W Frintablc POF &
Attention — 4, You can customize this "My Dashboard" page by adding report modules from different reports.
‘Some modules are added for you by default. The Overview page can be accessed from Reporting
Overview.

erview > System Resource Utiization

cou sa% |
Ram: 53.0%
Reportng / logaing disk: 5.2% |

Details

@ Firefox automatically sends some data to Mozilla 50 that we can improve your experience.

VMWare workstation machines

My Faverites . Options

Choose What I Share | X

External (meaning not running inside EVE) VMWare workstation machines can be connected
to EVE labs using cloud interfaces.

A NOTE: A single Cloud interface can be used to connect more than one external VM to

the EVE lab.

Example: Connecting Web security Appliance (WSA) to the lab using Cloud?2 interface.

A NOTE: VMs must be in a powered off state to assign network interfaces.

Step 1: Open your VMWare Workstation Virtual Network Editor and configure the VMnet
interface for the Cloud and WSA VMs. If necessary, add a new VMnet. The example below is
showing VMnet2 Settings in VMWare workstation. DHCP must be disabled for VMnet2.

Virtual Network Editor settings:
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9 virual Newwork Editor

Nane Tpe
Eridged
vHnett Eridged

hinetz Fost-onky

External Cornection

Minet Informatin
(O Bridged (connect M directy to the &
Bridged to: Intsl(R) PROJLO0O BT Dual Port Server Adspter
(OMAT (shared hast's IP address with ¥14s)
(® Host-orly teonnect Wi ncernally in 2 private network)
[ connect & hast virtual sdagter to thes neteork
—
"Fost virtual adapter name: YMiwars Network Adapter YMnet2
[use local DHCP service to distribute IP addeess ba Vs

subnet1P; [ 192,168, 98 . 0

Restaore Dafauks

=]

Cancel

Host Connection

Intel(R) FROJLO00 BT Dual Bort Server Adapter -
Intel(R) PROJ1L000 P Dusl Port Server Adsp... -

Subnet mask: [ 255 .255 255, 0 |

Canmected
‘Connected

>

Remove Network | Rename Network...

NAT Settings.

DHCP Settings

Apply Help

EVE and WSA VMs settings

EVE VM, the third port (Network adapter 3) is
assigned to VMnet2. This is Cloud2 inside your

EVE labs.

Virtual Machine Setting:

Haronare  Opeions

Do Summary Hemery
Specky the amount of memary alcated b this virtual
mache, The memcry s2e must be 2 nutple of 4 VE,

)CDIDUD (SATA)
S hexwork Adspter

ae

Msmory For this vtual machine: | 24576 3 vg

et ork Adspter 2 e L @
blitvork Adapter 3 e -
3 st Controller 268 8 Mo recommended mermery
e (Hemary swapping ey
iprinter occur beyond this size.
Soiglay 28 et see)
e q @
o U B reconmen ded memory.
168
128
wme () Guest 05 recommended mnsoum
=2me sizve
e
ame
ame
A The vi st be powered off to reduce the
& The vitu 0 up 0 768 M of thismarncry For

graphics memory. You can change this amount in the Display.
Zatiings page.

add... remave

EVE Lab connected to the WSA (Cloud?2)

Cisco Web Security Appliance (WSA),
Management port is assigned to VMnet2

Virtual Machine Settings
Hardware  Options

Mermary

o Surmary
Specify the amount of memory dlocatedto this witual
achine. The memory size must be a mukiple of + ME.

i Hard Dk (55 25068 Memory o this vitualmachine; | 4096 |2 | vp
iNotwork Adapter Custom (Vinet?) <f——
Stietnork Adapter 2 Bridoed (Automatic) wap
Setnork Adapter 3 Bridged (A nep <
Network Aapter 4 Bridged (Automate) L ap
Stietnork AdepterS  Brided (Autmatic) vae
nilay futn detect s
268
1ae
siz e
24 m8 =l
1285,
sane
2me <
me
she
ame
Add. Remove

-

Cancel

A

NOTE: ESXi WSA VM obtained the IP 192.168.10.3 from the DHCP pool on the lab

switch. The gateway is 192.168.10.1

NOTE: The Firefox Docker node user for management obtained the IP 192.168.10.2

from the DHCP pool configured on the lab switch.
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jiies
=
ST— g

P Mgmt_Docker P switch
SW VLAN 10 WWSA VM Workstation
Chrome Desktop DHCP IP 192 168 103

SYI10 192.168.10.1 as GV
Managerment Docker station DHCP POOL VLAN 10 GYW 192.168.10.1
DHCP IP 192.168.10.2 Cloud2 as connection to External Vi
& 172 -172.25.1.21:33285 - Remote Deskiop COHW - O X

| /5 cisco web Security  x \| /

>~
¢ € | A Notsecure | bitps://192.168.10.3:5443/monitor/wsa_user_report tr) i

Cloiud2

~l|l I]'. Cisco S000 Logged in as: admin on ironport.example.com

vV My Fovortes - Options - Support and Help -
Web Security Virtual Appliance 'y Favorites ptions . Support and Help

" Reporting Web Security Manager Security Services Network System Administration

No Changes Pending
My Dashboard

‘B Printable POF &

Attention — i\ You can customize this "My Dashboard” page by adding report modules from different reports.
Some modules are added for you by default. The Overview page can be accessed from Reporting
> Overview.

System Overview

Overview > Web Proxy Traffic Characteristics Overview > System Resource Utllization

Average transactions per second in past minute:
cou: 75% |

RAM: 50.4% [N
Reporting / logging disk: 5.2% |

Average bandwidth (bps) in past minute:

Average response time (ms) in past minute:

Total current connections:

System Status Details

Time Range: [N TG_——
22 May 2015 20:00 o 23 May 2018 20:10 (GHT)
Ouerview > Total Web Praxy Activity Overview > Web Proxy Summary

o data was found in the selected time range No data was found in the selected time range

Overview > L4 Traffic Monitor Summary.

No data was found in the selected time range

9.5 Connecting EVE Lab to a physical device

A IMPORTANT NOTE: To bypass MAC addressing over pnet/cloud interface please
SSH to your EVE and type:

for 1 in /sys/class/net/pnet*/bridge/group fwd mask ; do echo 8 > $i ; done

951 ESXi EVE

To connect a physical device (e.g. router, switch) to an EVE lab over a cloud interface, we have
to bridge the ESXi NICs ethernet port to a VMnet interface.

A IMPORTANT NOTE: Make sure that you have set Promiscuous mode security settings
on the vSwitch and Port group to Accept.

A IMPORTANT NOTE: If you are building trunk between EVE lab node to real Switch,
please make sure you have set your ESXi vSwitch interface to accept all vlans.
Reference: https://kb.vmware.com/s/article/1004074

The Example below is showing ESXi Server settings of the virtual network bridged to the
physical interface.
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Logical chain of the networking bridge:

EVE Lab CloudO - Portgroup “Management 90 UD”>vSwitch 1->Physical Adapter ethl

vSwitchl settings bridged with Server Ethernet port vmnicl (physical adapter)

= vSwitch1

58 Add uplink /' Edit settings | (' Refresh | £# Actions
— vSwitch1
\ Type!

Standard vawitch

= vSwitch Details

= vSwitch topology

MU 1500 —
‘Management 30 UD s Physical adapters
Ports 4352 (4317 available) [£2 Marag el
B {T]— mm vmnic1. 100 Mbps, Ful
Link discavery Listen / Cisca discovery profacal (CDP) « Virtual Machines (T}
Attached VMs 7 (4 active) ) vCentre 30.95 —]
) 52016 EVE 90.201
Beacen interval 1 . 000 280 ¢4 5b —D
NIC teamir i ) EVE-PRO.98.100
ming poficy wac b2 e [y |
Nolify swilches Yos Be
Policy Roule based on originating pert ID L 55 00 0c 28:3d 2 b8 d
Rew i e —d
erse policy s § Cisce identity Services Engine —]
Rolling order No ASAv 90.35 PROD
- Ha
~ Security policy WA Ancress 00 5056927000 —]
Allow Ernml::unu! made Yes —
Allowi faraed fransmits Yes - 1
=

Portgroup “Management 90 UD” Settings associated with vSwitchl

£J Management 90 UD
/ Editsettings | (@ Refresh | ¥ Actions
Management 90 UD
“Trecate Ves
} Virtual machines
> Virtual switeh =
VLAN ID! 4085
Active ports 5

~ vSwitch topology ~ Security policy

[E— Allow promiscuous mode Yes
Management 90 UD u Physical adaplers
2 C i B Allow farged transits Yes
VLAN ID: 4095 0 M. vmnic1, 100 Mbps, Ful
~ Vinual Machines (1) — Allow MAC changes Yes
&1 vCentre 90.95 =
5 52016 EVE 90.201 ~ NIC teaming policy
MAC Adtress 00.0c 28 604 5b [— Notify switches Yes
EVE-PRO.98.100
E Policy Route based on originating port ID

MAC Address 00028 60.aa B —
@ EVE-PROV24 Reverse policy

MAC Address 00.0c: 28 3d ae b8 Rolling order

{1 EVE COMM 89
{1 Cisco Identity Services Engine

o0 g @ O

[

~ Shaping policy
EVE VM Settings

EVE VM Cloud0 is connected to Portgroup “Management 90 UD”

Yes

No
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~ Hardware Configuration

» i crPu 16 vCPUSs
8 Memory 32GB
» ) Hard disk 1 40 GB
» 2 Hard disk 2 150 GB
USB controller USB 2.0
» B Network adapter 1 Management 90 UD (Connected)
» ME Network adapter 2 WSA-MGMT (Connected)
» (B video card 4 MB
P }E Others Additional Hardware

EVE Lab Connected to a physical device

Physical Topology

Cisco 887M device port Fastethernet 3 is physically connected to Server port ethl.

Dell R610 Server
VM Ware ESXi 6.0

py— p

NIC port
Cisco B87TM eth 1

EVE Lab Topology

VSwitch1associated
with Portgroup

“Management 50 UD"

and bridged with NIC
Port eth1

VMnet 1 associated
with Portgroup
“Management 90 UD"

Cloud0

Lab SW M

EVE VM

EVE lab switch port GO/0 is configured as trunk and connected to CloudO over bridged chain
to the physical Cisco 887M Router switchport Fastethernet 3

[CE

Seript  Too

File ansfe nden
c g0 EI 0 A S o

ew  Help
avi?ia

Cloudn
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Similar to the ESXi connection, it is recommended to have a second ethernet interface on your
PC. It can be a USB ethernet extender as well. Not all ethernet adapters fully support a layer2
connectivity over it. MS Windows OS itself strips off any tags added to the packet. Even if your
NIC supports 802.1q VLAN tagging, Windows 10 strips these tags off. The example below will
show a Windows 10 host connected to a physical 3750G-24 switch. The Windows 10 Host has
an Intel (R) PRO/1000 PT Dual port server adapter and is bridged with VMWare workstation
(version 14) VMnets.

Virtual Network Editor Settings, Bridged VMnet interfaces with Real NIC Ports

Name Type External Connection Hest Connection DHCP Subr
VMnetd Bridged Intel(R) PRO/1000 PT Dual Port Server Adapter
VMnet 1 Bridged Intel(R) PRO/1000 PT Dual Port Server Adapter #2 - - - {
VMnet2 Host-only = Connected - 192,
VMnets NAT NAT Connected Enabled 192,
< >
Add Network... Remove Network Rename Network. ..

VMnet Information

Bridged (connect VMs directly to the external network)

Intel(R) PRO/1000 PT Dual Port Server Adapter Automatic Settings...

NAT (shared host's IP address with VMs) AT Settings...

Host-only (connect VMs internally in a private network)

Connect a host virtual adapter to this network

Use local DHCP service to distribute IP address to YMs DHCP Settings...
Restore Defaults oK Cancel Apply Help

EVE VM Settings. Network adapter is bridged to VMnetO (ethernet Intel Pro 1), and Network

adapter 2 is bridged to VMnetl (ethernet Intel Pro 2).

Responding cloud interfaces on EVE VM:

Cloud0—->Network Adapter->VMnet0-> IntelPro

Cloud1->Network Adapter 2->VMnetl->IntelPro#2
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Virtual Machine Settings X

Hardware  Options

Memary
Device Summary
Specify the amount of memary allocated to this virtual
] == machine. The memory size must be a multiple of 4 MB.
[ Processors 8
et Hard Digk (SCST) 100 GB Memory for this virtual machine: | 24576 -3 MB
CD/DVD (SATA) Auto detect
FEINetwork Adapter Custom (VMnetd) e
Elnetwork Adapter 2 Custom (VMnet1) see a
FNetwork Adapter 3 Custom (YMnet2) oo B
USB Controller Present scB 3 Maximum recommended memory
@) sourd card Auto detect
468 (Memory swapping may
(= Printer Present ron occur beyond this size.)
Slpisplay Auto detect 28.068
168 a -
szuB
4 @ Recommended memory
256 MB
168
128 MB
sHHE [ Guest OS recommended minimum
e 512MB
18 ME
EME
4 ME

i) The virtual machine wil use up to 768 MB of this memory for
graphics memory. You can change this amount in the Display
settings page.

Add

Gancal e

Physical connection scheme and VMware bridging.

Internet r

Home LAN
vmware

Bndgedm real NIC Versu:m 14

Intel Prol Eth

VIVInetO Iﬁ

EVE-NG Community Cookbook
Version 1.02

EVE Management

Cloud0
-

VMnet0

g? Fo/24 Intel Pro2 eth VMnetl
Real Cisco SW : EVE M CIOUdJlj
WS-C3750V2-24PS Bridged to real NIC Windows 10
G0/0
|
LAB SW vIOS L2
EVE Lab scheme.
Connection to Real SW 37506
2] =
I& Console - SecureCRT - ] x
File Edit View Options Transfer Script Tools Window Help
ERER IS NS 1
s 2 wi05_SW x 4 b

Bridge
- Phone,

Seriak COM3,9500 | 13, 11 13 Rows, 82 Cols | ¥T100.
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The following solution allows Windows hosts to transmit tagged packets over ethernet. This
has been used in the example above.

A\ Warning. You are making changes to your Windows registry files! This is at your own
risk.

https://www.intel.co.uk/content/www/uk/en/support/articles/000005498/network-and-i-
o/ethernet-products.html

953 Bare metal server EVE

A physical server usually has more than one ethernet port, free ports
can be bridged with EVE clouds and used for external connections.
EVEs internal interface settings are already bridged in order, pnet0-9
are mapped to eth0-9. Refer to the bridging table in section 9.3

cat /etc/network/interfaces

Basically, your servers physical port eth0 is bridged to pnet0 which is CloudO in your labs, ethl
is bridged to pnetl which is Cloudl in your labs (and so on). Refer to the bridging table in
section 9.3

The example below shows how to connect a bare-metal EVE server with a physical Cisco
3750E switch.

Physical connection topology:

EVE Server

- -
|

Cloud1

Cisco WS-C3750E-48PD

GigabitEthermnet0/0

4

EVE Lab virtual SW

The EVE lab switch’s CDP neighbor is the 3750E switch’s port Gig 1/0/25: A trunk has been
configured between the EVE lab switch and the physical 3750E switch.

Switch X
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10 Advanced EVE Lab features

10.1Lab design objects

EVE Community has drawing elements integrates to add drawings and text information to the
lab topology. Objects can be placed on the topology in two ways.

Example below, EVE lab with design elements:

m +

—
=4

£ “ Home LAK—" ieornet
% Subnet
@ am
= / ;
@b
o £3
o pe )- SVI.10
mst 192.168.1.0/24
G
o TRUNK TRUNK
e <
o o = m
SVI.11 svi -”|~ U0 1929682024 () ~192.1653m24—@ﬁ%
[ s z "™ A G gy | W
@ @n
@ @
]
B win1 B wiinz
192.168.1.20/24 192.168.1.50/24
Option 1: Side bar -> Add an object Option 2: Right-click on a free area on the
topology canvas to add an object.
B Node
# Network
Gl Picture

0O Custom Shape

A Text

2 Auto Align

10.1.1 Custom shape

There are three custom shapes that can be added to the topology: square, round square and
circle (sphere).

Type: Square, round square or circle

Page 139 of 167 ©EVE-NG LTD



eve

Emulated Virtual Environment
Next Generation

EVE-NG Community Cookbook

Version 1.02

Name: This field can be filled with your preferred shape’s name. If the field is left empty, EVE
will generate a name for the shape.

Border type: Two options: line or dashed

ADD CUSTOM SHAPE

Example: Added a circle and square on the topology. Shapes can be moved
around the topology drag and drop style (click and move with mouse).

Edit” menu.

Edit” menu.

10.1.2 Resize square or circle objects

Move your mouse over the right bottom corner of the object until a

corner symbol appears.

Left click and drag your mouse to change

object size or style (rectangle, sphere)

10.1.3 Text object

Itis also possible to add

Add a new object

# Network
Eal Picture
0O Custom Shape

AText

5 Auto Align

text to your EVE topology.

ADD TEXT
& yode

My lab description|

Font Size 12

Font Style

normal ~

Font Color I

Background [ |
Color

Save Cancel

Border width: Increase or decrease the width of the
border. This can be edited later in the “Shape Edit” menu.

Border colour: Allows you to choose a colour for the

shape’s border. This can be edited later in the “Shape

Background colour: Allows you to choose a colour to fill
your shape with. This can be edited later in the “Shape

Page 140 of 167 ©EVE-NG LTD



GVG EVE-NG Community Cookbook

Emulated Virtual Environment Version 1.02

Next Generation

My infermation text
Configure nodes

Cloud?

Example: text objects added to the topology.

10.1.4 Add custom picture on the Lab using Text object feature

Sometimes you may have to add pictures, like logos on your topology. It is possible but you
need to convert your png or jpg to html format. We have tested this one as the best to achieve
result. Load your image in the web, and convert to html format.

https://www.askapache.com/online-tools/base64-image-converter/

Step 1: Load your picture jpg or png format and encode it.

Online Base64 Image Encoder/Decader

Remote Img URL (http/s, \

Upload (Limit 24MB) Logo_EVE_Color8_labs.png
BASE64 Code to Reverse - Input directly into textarea.

[~ Compress Image (png and jpeg)

B

Step 2: Scroll down to find HTML format

HTML

Cing wAGTRITE96" BALGNE 239 STe-dATAIiNage/ERE

e dFILE) 01al0<D v 2 SaLdkb 2 1L L171cz8)caitm! 0Lz S0 EG2 T30

DU THE b TaBLAD1 11D heucp-BXAS LGy Sucy SR 13311 20w PwL Bl bA it ettt ob
Sk LI Cr Vg 148460 BT T D053 ZULE P33 s chanl Ok DONTVERS iy E DT SBATTY TYERY Ty TZCHURC OO MO ¢ 0 TE: IR cnor THRD 08 rieeCSpab DSRTOANILy eDJER
e Troatio P S¥ LB+ B

Step 3: Set your desirable size of picture.

HTML

<img width="240" height="100" src="data:image/png;

based4, IVEORWIKGOARRANSURE U ARRL QARADY CAYARARDCKqZARRARXNS ROIAr s 4o 6QARARRNQUL BARC K ] wv B YQUARRRICERE W)
AADJIGLUNHR Y TUWEY 29t LiF kb2 T 1 Lnht c ARRARAAPDS 4CGF § 42V0TGI 132 1uBSLvU 781161 kPSTXNUOWTREDEHh pSHpY BVNGT1R | emt
Z01iQWRVYMUGWE1QIENVCeMUGNS 4z LWMWMTEGN | YUMTQ1N] ¥YXLCAYMDEYLzAYLZAZLTEOO U20 I3ICAgICAg ICAL PIASCMRMOLJERLY
ClucyMiPiABcmRmOkRLlcZNyaXB0aWSuIHIKE j ph¥m91dD01iTiE4bxuczp LKA Imh0dHAGLY SucySh2G9iZ55ib20veSFwLzEuMT
WxuczpzdFI1Z)0iaHR0cDovLZ 52LmE kb2 J1LmNvhS 94 YXAVMS 4wL3NUeXB1L1T1cZ 9 lemNlUmVnIyIges wokNy ZWE 0b3TUb2 s ES.
ST4bXAUAW] kOKUONTVENUYyMTQYRDExRTECRURCODA4R JMON ] c2@TEZ T1E4LXENTTRELZ N 1LV UdELEPS T4bXAUZGLEOKUONTVENY!

Step 4: Mark and copy all content from HTML window above

/':asle

Delate
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Step 4: Copy content to EVE text object

ADD TEXT

Text JOTBDMIzWuUbWRKghLFxFUgIAIgIAIhUSM .

/ARBEARBEAqQJCCpBEARBEIRCIoJKEARBEAShKIigE
gRBEARBKCQigARBEARBEAqJCCpBEARBEIRCloJK
EARBEAShkIigEgRBEARBKCQigARBEARBEAQJCCp
BEARBEIRCIoJKEARBEAShkligEgRBEARBKCQigAR
BEARBEAqQJCCpBEARBEIRCIoJKEARBEAShkligEgR
BEARBKCQigARBEARBEAqJCCpBEARBEIRCIoJKEA
RBEAShkligEgRBEARBKCQigARBEARBE AoF8H
/BWtRaNQeqHgAAAABJRUSErkJggg==">

Font Size 12 -

Font Style normal "

Background
Color

Cancel

Step 5: Move and place your picture to the Lab.

eve

Emulated Virtual Environment
Next Generation

\ "m.l_‘“/

98 Internet

P~ Subnet

(00 wrs
A
(o)

+
a
A

10.1.5 Cloning objects and overlay positions

Right click on the object you want to clone and choose “Duplicate”. You can also change the
object’s overlay position using the “Send to Back” or “Send to front” options.

My information text
Configure nodes

Edit:2

W Duplcate

& Send To Back

10.1.6 Objects Editing

& Edit

W Delete

Right click the object and choose “Edit” for additional options.
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4
Wi Duplicate
& Send To Back
2 Send To Front
G Edit

1 Delete

At the bottom of the “Topology Canvas” page, additional object options will appear

Zindex Border-type  Bord B: d-color Transparent Rotate Name

PN R — off o B | smare2

Z-index: Used to change the object’s overlay position on the “Topology Canvas.” An object
with a higher numerically valued z-index will cover an object with a lower
numerically valued z-indexed.

Example: The blue object has a z-index of -1 and the orange object’s z-index is 0.
Orange object is top over blue object.

Border width: Used to change the object’s border width.
Border type: Used to change the border style of the object between solid and dashed.
Border colour: Used to change the colour of the object’s border

Background colour: Used to change the background colour of the object

Transparent: Tums off background colour (filing) and makes the 7% i
object transparent. e T

Rotate: Used to rotate the object on the é -~ topology.

Name: Used to change the object’s name.

To save the object, press Save (green button). ﬂ Eomet

10.1.7 Lock objects movement

The “Lock Lab” feature prevents objects from being moved around on the canvas (among other
things). For more information about this feature, refer to section 7.1.13.

10.2 Custom design logical topology

EVE Community includes a feature to upload your own custom topology picture and map nodes
to it for easy access.
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10.2.1 Custom design upload

Before you upload a custom picture in the lab, make sure it is
in .png or jpg format with resolution 130-150x130-150 pixels.

TIP: It is best is to create a topology in the MS Visio and after
convert it to the .png picture format with resolution 140x140.

EVE-NG Community Cookbook

Version 1.02

\\\\\\\\\

Step 1: Open “Add an Object” and then “Pictures” from the left sidebar or

right click on a free area on topology canvas and hit “Add Picture.”

Step 2: Browse your PC for a .png or .jpg file and hit “Add”.

ADD PICTURE '

Name Topology
Picture Arista-MLAG_lab EVEZ Dng\

B pde

#* Network

Eal Ficture
O Custom Shape\
AText

2 Auto Align

Once the picture is added to the topology canvas, the sidebar will display a new option: “Logical

maps”

Step 3: Open the “Logical maps” menu item.

Pictures window management

Delete uploaded picture from the lab

&

Image Map: Map nodes to places in the
picture

Display uploaded picture. Work with lab and
custom topology

Zoom/unzoom uploaded custom topology

Makes the window transparent to see the
“Topology Canvas” behind it. Clicking again
returns to the normal view.
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. Close “Pictures” window.

10.2.2 Custom topology mapping
This feature allows you to map the lab nodes to your custom topology picture.
Step 1: Open the Image Map window:

1] C"“Qzl:dnqv
Step 2: Select a node, from the dropdown menu, that you want to map to the topology.

Nodes ASA, NODE 1

Image MAP

Step 3: Move your mouse over a node icon on the “Image Map” and click to map it. The grey
circle means that the node is mapped.

X outside ’
— >, DHCP eO 1e5 a3 1011024
& <1 @ 23 gy —
2 ¥
’7 02221 821 vor ——;
ASA Trunk
Trunk
Allowed vian 20,30 NE—
g

Step 4: Continue mapping the rest of the nodes.

1pat200mz —
wanzo -
-
el i~ o
o [0 e _Dcpe 1e5 soa10n8
s e — Tl G- 10 )
ot// ‘ &2 ea gu ¥ .
(i “l Win7 Mgmat
s e ASA Trunk
Mo 0 A 09
-
s vort

- wias 10
el la2 o 2 le1 .

1 amain id miagl
- PR R
MAG 10 i O en ‘ a4rt
o Tes
.
e~ [
-
TR

20/0° < ot €0/ —
F 00 wanz Y v, B 1000
e T suamom =02 €0/2 192168300/28 A

VIOS-SW1 vios-sw2 ‘Win?
OMZ 52008 Corporate

Step 5: OPTIONAL. You can also add a mapping for a device external to your EVE server in
order to telnet, VNC, or RDP to it. This way you can open sessions to all your devices (whether
external or internal) in one place.

Select from menu: Nodes ‘ CUSTOM , NODE outside lab
And map with node on topology. e

telret:/f
172.25.1.25

Change image map adding protocol, IP and port.
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Image MAP <area shape='circle' alt="img" coords="102,286,30" href="proto://CUSTOM_IP:CUSTOM_PORT">

Image MAP <area shape='"circle’ alt="img’ coords="102,286,30" href="telnet:;//172.22.7.18:23">

Step 6: Save your mapping and refresh the browser with F5.

LRV Cancel

10.2.3 Delete topology or mapping

To delete a single node mapping, right click on node mapping circle and click “Delete.”

(X
Map

Y fiDelete

To delete the entire custom topology, click delete. vl
i T

10.3Configuration export feature

EVE Community includes an export configuration feature that allows you to save and manage
configurations in a lab. The "Configuration Export" and “Startup-configs” features will allow you
to set these saved configurations as startup configs for your nodes when they boot.

A IMPORTANT NOTE: Before you start using the “Configuration export” feature, you
must complete at least one configuration export.

Nodes will be greyed out without the option to enable “Startup-

configs” until you complete at least one configuration export for
.. each node.
.-
a (
o ‘
Node boot order:
Start node

Boot from NVRAM persist Check NVRAM
NVRAM

NVRAM Wiped

P~ = Check if node is
Cfgisset ———  set boot from
conﬂguratlon set

Cfg is not set

Boot from factory
default
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NVRAM: NVRAM is used as writable permanent storage for the startup configuration. During
the boot process, the node will always check NVRAM for a saved configuration. Saving the
configuration to NVRAM requires a vendor specific command. Cisco: copy run startup (wr),
Juniper: commit, etc. It is MANDATORY to save a node’s configuration before you can export
it.

Exported configuration: A node configuration that has been exported from the node. It can
be used to backup configurations or to set them as startup-configs.

Wipe node: Wiping a node will erase the NVRAM (running config) or the temporary image
shapshot, depending on the type of node. Upon a successful wipe, the node will boot with the
factory default configuration or the configuration included in the base image you are using. If
you have the “Startup-config” feature enabled for the node, then it will boot with the chosen
config set. You must wipe a node after changing certain node template settings like the image
or startup-config. You also must wipe the node the first time you want to enable the “Startup-
config” feature.

Factory default configuration: The base configuration that is applied from the manufacturer.

10.3.1 Supported nodes for configuration exports

Cisco Dynamips all nodes
Cisco IOL (I0S on Linux)
Cisco ASA

Cisco ASAv

Cisco CSR1000v
Cisco Nexus 9K
Cisco Nexus Titanium
Cisco viIOS L3

Cisco viIOS L2

Cisco XRv

Cisco XRv9K

Juniper VRR

Juniper VMX

Juniper VMX-NG
JunipervQFX
JunipervSRX

Juniper vSRX-NG
Mikrotik

PFsense FW

Timos Alcatel

VEOS Arista

10.3.2 Startup config management

10.3.2.1 Global commands

Configurations can be managed via the “Startup-configs window which can
be accessed from the sidebar menu while on the Topology page.
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Topology page, More Options:
Export all CFGs — Exports all supported node configurations.

Set nodes startup-cfg to default configset- Sets all
supported nodes to boot from the default configuration set.

Set nodes startup-cfg to none - Sets all supported nodes to
boot from NVRAM configuration.

Delete default configuration set. Warning, this will delete
your exported default configuration set for all nodes.

10.3.2.2 Individual node commands

Select node, right click

CRr—

Y HEstop

( o Wipe: Wipes the NVRAM for a single node
& Wipe
EEeoncre Export CFG: Exports the configuration for a single node
¥ Capture
mwreml —

10.3.2.3 Multiple selected nodes commands

Wipe Selected: Wipes the NVRAM for selected nodes
Export all CFGs: Exports the configuration for selected nodes
Set nodes startup-cfg to default configs set: Set selected nodes to the default config set

Set nodes startup-cfg to none: Set nodes to boot from NVRAM or from factory default if
wiped.
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Delete nodes startup cfg: Delete selected node’s startup cfg. (clean default set)

10.3.2.4 Startup-configuration window

No configuration exports or manual configs loaded for nodes

STARTUP-CONFIGS *

& & DDOe

Startup-configs are exported and the “Configuration Export” feature can be used.

STARTUP-CONFIGS

® @
L @
o =
o @
® [}
® [~

10.3.2.5 Startup-config window information

Config Set Config set menu

& Rri No configuration is available for node. Grey
node

& ri Configuration is available and can be used.

Blue node. Exported configuration persist

& R oFF Configuration persist but it is disabled. Node
will boot from NVRAM or factory default if it
is wiped

@ + kD Configuration persists and node will boot

from the configuration after being wiped

voees e oo 7 oo @ | Ace Editor. Different vendor configuration
edit option. Just Text visual format.
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10.3.3 Export configuration

Example:
= =
=03

Step 1: MANDATORY: Configure your nodes and make sure you applied the vendor specific
command to save the running configuration to NVRAM. If you do not save the configuration, it
will not be exported and in the notification area, you will receive an error message stating the
node cannot be exported.

In this example the nodes have been configured with hostnames only and the configurations
have been saved to NVRAM.

Step 2: In the example below a group of nodes were selected to export configurations.

e Export All: done
Group of R1, R2, SW1, SW2...
P Start Selected
R1: config exported
W Stop Selected
<& Wipe Selected
R1: Starting export, please wait
. Console To Selected Nodes
& Export all CFGs R2: config exported
P Set nodes startup-cfg to default configset
B Set nodes startup-cfg to none R2: Starting export, please wait
e Horizontal Align
SW1: config exported
& Vertical Align
@ Circular Align
SWA: Starting expart, please wait
T Delete nodes startup-cig
T Delete Selected SW2: config exported

SW2: Starting export, please wait

Export Selected: Starting

Step 3: Use “Export all CFGs” for selected nodes. Export configuration is
completed. The notification area will display “Export All: done” when complete.

10.3.4 Boot nodes from exported config set
Step 1: Stop all nodes
Step 2: Open sidebar and click Startup-configs. Make sure your config is set to ON and the

nodes config switch is green (switch on/off beside node). Press the green “Save” button (on
the bottom) and all your nodes will boot with the exported config set after wiping them.
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STARTUP-CONFIGS ‘

+

+

RN N
gegBeBaB

Step 3: Wipe nodes. For more information refer to section 8.1.3

Step 4: Start nodes

10.3.5 Edit exported configurations
It is possible to edit your configurations for the nodes manually.

Step 1: Select the node you want to edit the configuration of and make your changes. Click
“Save” when you are finished.

STARTUP-CONFIGS

m\

st

€ ¢ B BB
R N

net0/o

1.1255.255255.0

Step 2: Save the config for nodes with the green “Save” button on the bottom.
A NOTE: you can manually copy/paste any configuration into the config set editor and

apply it to your node. Make sure your configuration interfaces match the lab node’s
interface names.

10.3.6 Set lab to boot from none
To reset your lab nodes’ configuration to factory default, follow the steps below:

Step 1: Wipe nodes. Refer to section 10.3 for information about wiping nodes and the order of
operations during boot.
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Step 2: Open sidebar and click Startup-configs. Make sure your config is set to OFF and the
nodes config switch is red (switch on/off beside node). Press the green “Save” button (on the
bottom) and all your nodes will boot with no config/factory default after wiping them.

STARTUP-CONFIGS

e e0DDE

Step 3: Start nodes

10.3.7 Lab config script timeout

Lab config script timeout is used when nodes are waiting to boot from a config set. The node
will literally wait during boot until the configuration is applied from the config set.

Hit “More actions” and then “Edit lab” from the sidebar. Set the config script timeout in seconds.
By default, this timer is set to 300 seconds for new labs.

A NOTE: For heavy labs and nodes with

long configurations, you can raise this  config Script Timeour 800 Seconds
timer to 600 seconds or higher.
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11 EVE Troubleshooting

eve-info

dpkg -l eve-ng

ig-pend

1 can be used

If the /boot only has a little space left you can refer to section 3.6.1.1. If the eve—ng—vg—root
reaches 99% or 100% then you will need to expand the HDD in order to continue using EVE.
The Solution to expand your HDD is described in section 11.1
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brctl show

_0_1_0

enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
= enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled
enabled

A IMPORTANT NOTE: DO NOT expand your current/existing HDD on your EVE VM!
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11.2.1 Expand HDD on VMware Workstation
Expanding your EVEs system HDD is achieved by adding an additional HDD to your EVE VM.
Step 1: Stop all your labs and shutdown EVE.
Use EVE CLI command: shutdown -h now

Step 2: Go to edit VM settings and add a new Hard drive.
Then click Next.

Step 3: Leave the recommended SCSI HDD option and then
click Next

Step 4: Make sure you have selected the option “Create a
new Virtual disk.”

Step 5: Set your desirable HDD Size; example 200GB.

Step 6: Make sure you have set the option “Store Virtual disk as a single file” and then click
Next

Step 7: Optional: Specify the location of where your new HDD will be stored, then click Finish.

Step 8: Boot your EVE VM, HDD size will be expanded automatically. To verify, use the
command to verify HDD utilization referenced in section 11.1.5

11.2.2 Expand your HDD on ESXi
Expanding your EVEs system HDD is achieved by adding an additional HDD to your EVE VM.
Step 1: Stop all your labs and shutdown EVE.
Use EVE CLI command: shutdown -h now

Step 2: Go to edit VM settings and add a new Hard
drive. Then click Next

Step 3: Make sure you have selected the option “Create
a new Virtual disk.” Then click Next

Step 4: Set your desirable HDD Size; example 200GB.
Step 5: It is recommended to set the Thick Provision Lazy Zeroed HDD option.

Step 6: Specify the location of where your new HDD will be stored and then click Next
Step 7: Leave the recommended SCSI HDD option as is and click Finish.

Step 8: Boot your EVE VM, the HDD size will be expanded automatically. To verify, use the
command to verify HDD utilization referenced in section 11.1.5
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11.2.3 Expand your HDD on a Bare Metal EVE Server

Itis a complicated process to expand a HDD for a bare metal EVE server. Please open a ticket
in our Live chat support for advice.

http://www.eve-ng.net/live-helpdesk

Use a google account to join in the Live Chat or create new chat account.

11.3Reset Management IP

Type the following commands into the CLI followed by enter:
rm -f /opt/ovf/.configured

su —

http://www.eve-ng.net/documentation/installation/bare-installlP address setup wizard. Please
follow the steps in section 3.5.1 for Static IP or 3.5.2 for DHCP IP setup.

11.4EVE Community SQL Database recovery

Starting from EVE Community version 2.0.3-95, you can recover SQL user database in case
of disaster:

unl wrapper -a restoredb

11.5EVE Log files

EVE log Files can be obtained from the System Logs page under the System dropdown menu

@ information ~

Use the menu to collect log file data you are interested in.
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System logs

System log viewer

Select log file Number of Lines Search text

acecess.bt 20

access.bit

api.txt

error.txt
php_errors.txt
unl_wrapper.txt

cpulimit.log

11.6 EVE cli diagnostic info

Use EVE cli to obtain your EVE information:

eve-info

Null
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12 Images for EVE

Images must be uploaded and prepared before they can be used in labs. The best way to
upload images is to use the WinSCP tool for Windows environment or FileZilla for MAC OSX
and Linux.

Link to download WinSCP:

https://winscp.net/eng/download.php

Link to download FileZilla:

https://filezilla-project.org/

To access EVE, use SSH protocol (port 22).

Supported images for EVE are stored in the three locations:
e |OL (IOS on Linux), /opt/unetlab/addons/iol/bin/
e Dynamips images, /opt/unetlab/addons/dynamips

¢ Qemu images, /opt/unetlab/addons/gemu

12.1 Qemu image naming table

L IMPORTANT NOTE: Intel VT-X/EPT must be enabled to run Qemu nodes in EVE. For
information on how to enable this option, Refer to section 3: EVE Installation.

The directory names used for QEMU images are very sensitive and must match the table below
exactly in order to work.

Ensure your image folder name starts as per the table. After the "-" you can add whatever you
like to label the image. We recommend using the version of your image.

Folder name examples:

firepower6-FTD-6.2.1
acs-5.8.1.4

The image inside the folder must be named correctly:
Example: hda.qcow?2 or virtioa.qcow?2

Full path Example: opt/unetlab/addons/gemu/acs-5.8.1.4/hda.qcow?2

Qemu folder name EVE Vendor Qemu image .qcow2 name
alo- A10-vthunder hda
acs- ACS hda
asa- ASA ported hda
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|asav- |ASAv |virtioa
|ampc|oud- |Ampcloud Private Ihda, hdb, hdc
|barracuda- |Barracuda FwW Ihda
|bigip- F5 |hda, hdb
|brocadevadx- |Brocade lhda
|cda— |Cisco CDA lhda
|cips— |Cisco IPS Ihda, hdb
|clearpass- |Aruba ClearPass |hda, hdb
|aruba- |Aruba Virtual Mobility Controller |hda, hdb
|coeus- |Cisco WSA coeus |virtioa
|ph0ebe- |Cisco ESA |virti0a
|cpsg- |Checkpoint |hda
|csr1000v- |Cisco CSR v1000 |virti0a
|csr1000vng- ICisco CSR v1000 Denali & Everest Ivirtioa
|prime- ICisco Prime Infra Ivirtioa
|cucm- ICisco CucM™m Ivirtioa
|cumu|us- ICumqus Ihda
|extremexos— IExtremeOS lhda
[firepower- Cisco FirePower 5.4 NGIPS scsia
[firepower- Cisco FirePower 5.4 FMC scsia
[firepower6- Cisco FirePower 6.x NGIPS scsia
|firepower6- |Cisco FirePower 6.x FMC |hda
|firepower6- |Cisco FirePower 6.x FTD |hda
|fortinet- |Fortinet Fw |virtioa
|fortinet- |Fortinet SGT |virtioa
|fortinet- IFortinet mail Ivirtioa, virtiob
|fortinet- IFortinet manager Ivirtioa
|hpvsr- IHP virt router Ihda
|huaweiungkv- IHuawei USG6000v Ihda
|ise- IISE 1.x cisco lhda
|ise- IISE 2.x cisco Ivirtioa
|jspace- IJunos Space lhda
|infob|ox- |Infoblox |virtioa
|junipervrr- |Juniper VRR |virtioa
[linux- lany linux \hda
|mikr0tik- |Mikrotik router |hda
|nsvpx- |Citrix Netscaler |virtioa
NXOSVOK- NX9K Cisco Nexus ( SATA best sataa
perf)
|o|ive- |Juniper |hda
|ostinato- |Ostinato traffic generator |hda
|osx- |Apple OsX |hda + kernel.img
|paloalto- |PanA|to FW |virtioa
|pfsense- |stense FW |hda
|riverbed- |vRiverbed |virtioa, virtiob
|sonicwa||— |DELL FW Sonicwall |hda
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|sourcefire- |Sourcefire NGIPS |scsia

|sterra- |S-terra VPN |hda

|sterra- |S-terra Gate |virtioa

|timos- |AIcateI Lucent Timos |hda

|titanium- |NXOS Titanium Cisco |virtioa
sataa (12G)
satab (1.8G)
satac (15G)
satad ( 25G)
satae (25G)
sataf ( 10G)

vcenter- VMWare vCenter satag ( 10G)
satah (15G)
satai (10G )
sataj (1.0G)
satak (10G)
satal (10G)
satam ( 100G )

|veos- |Arista SW Ihda, cdrom.iso

|vios- |L3 vIOS Cisco Router |virtioa

viosl2- L2 vIOS Cisco SW \virtioa

|vtbond- \Viptela vBond \hda

\vtedge- \Viptela VEdge \hda

|vtsmart- |Viptela vSmart |hda

|vtmanage- |Viptela vManage |hda, hdb

|vmx- IJuniper vMX router Ihda

|vmxvcp- IJuniper vVMX-VCP lhda, hdb, hdc

|vmxvfp- IJuniper VMX-VFP Ihda

|vnam- ICisco VNAM Ihda

|vqfxpfe- IJuniper VQFX-PFE Ihda

|vqfxre- IJuniper VQFX-RE Ihda

|vsrx- IVSRX 12.1 Juniper FW/router Ivirtioa

|vsrxng- |vSRX v15.x Juniper FW/router |virti0a

\vwaas- (Cisco WAAS \virtioa,virtiob,virtioc

lvwic- \VWLC Cisco WiFi controller Imegasasa

|vyos- |VYOS |virtioa

. Windows Hosts (Not Server - . .

win- Editions) hda or virtioa(using driver)

|Winserver- |Windows Server Editions Ihda or virtioa(using driver)

|xrv- |XRv Cisco router |hda

|xrv9k- |XRv 9000 Cisco router |virtioa

12.2How to prepare images for EVE

How to add EVE-NG images please refer to:

https://www.eve-ng.net/documentation/howto-s
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12.3How to add custom image template

For advanced users only. SSH to you EVE.

12.3.1 Prepare template file

All templates files are in "/opt/unetlab/html/templates/" Make a copy the most similar existing
template to your new file

Example:
cp /opt/unetlab/html/templates/linux.yml /opt/unetlab/html/templates/ngips.yml

12.3.2 Prepare interface format and name lines

EVE Community has included option to create various interface names, sequences and
numbering. Please refer table below.

Formula Template line format | Will
example produce

Gil/0
eth_format: <prefix>{<first value for slot: example | eth_format: Gi{1}/{0-8} Gil/1
1>}<separator>{<first value for port>-<number of Gil/2
port per slot: example 8>} Gil/3
Gil/4
Gil/5
Gil/6
Gil/7
Gi2/0
Gi2/1

Ge0/0
eth_format: <prefix>{<first value for slot: example | eth_format: Ge{0}/{0-4} | GeO/1
0>}<separator>{<first value for port>-<number of Ge0/2
port per slot: example 4>} Ge0/3
Gell0
Gel/2
Gel/3
Ge2/0
Ge2/1
Ge2/2

Gio
eth_format: <prefix>{<first value>} eth_format: Gi{0O} Gil
Gi2
Gi3
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eth_format: <prefix>{<first value>} eth_format: GO/{0} GO0/1
GO0/2
GO0/3
eth_name: M1
eth_name: <prefix: Interface custom name> -M1 T1
-T1 T2
-T2
eth_name: MGMT
eth_name: <prefix: Interface custom name> - MGMT DATA
- DATA TRAFFIC
- TRAFFIC

Combined first named interface following by formatted interfaces Example: We have to
set first node interface name “ethO/mgmt” and next following interfaces must start from G0/0
and change sequence accordingly. G0/0, G0/1,....,G0/X

As your node first interface will be custom named (ethO/mgmt), therefore in the template
“eth_name:” must be added before “eth_format:”

eth name:
- eth0/mgmt
eth format: GO/{0}

This adding will produce Node interfaces.

ADD CONNECTION BETWEEN
NGIPS AND SW

NGIPS Source ID-2

—~ Source Name- NGIPS
—
1

type -Node
Choose Interface for NGIPS

<1

‘ eth0/mgmt

etho/mgmt
GOfL
Choose Interface for sw

g 0/0 v
E3
12.3.3 Edit your new template file:

nano ngips.yml

Change content, setting for various images can vary depends of vendor requirements. The
interface name lines please refer Section: 12.3.2

# Copyright (c) 2016, Andrea Dainese
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Copyright (c) 2017, Alain Degreffe
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

* Neither the name of the UNetLab Ltd nor the name of EVE-NG Ltd nor the
names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE

GNU nano 2.5.3 File: ngips.yml

H= o o S e S 3 S S S S 3k 3 S S S S

DISCLAIMED. IN NO EVENT SHALL <COPYRIGHT HOLDER> BE LIABLE FOR ANY

DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

| == == = 3 3 H H

type: gemu A==

name: NGIPS Node name on the Topology | [@]l

cpulimit: 1 ek woi

icon: IPS.png

cpu: 4

ram: 8192

ethernet: 3

eth name:

- eth0/mgmt

eth format: GO/{0}

console: vnc

gemu_arch: x86 64

gemu_nic: e1000

gemu_options: -machine type=pc-1.0,accel=kvm -serial none -nographic -nodefconfig
-nodefaults -display none -vga std -rtc base=utc

12.3.4 Prepare config.php
EVE has installed sample file: /opt/unetlab/html/includes/config.php.distribution

If you don't have already a file /opt/unetlab/html/includes/config.php, just copy sample to
config.php

cp /opt/unetlab/html/includes/config.php.distribution /opt/unetlab/html/includes/config.php
Edit config.php
Original file content:

<?php

/* TEMPLATE MODE .missing or .hided
*

* .hided: will hide all template not present on system ( no image installed )
* .missing: will display not selectable template not present ( no image installed )
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Change to:

12.3.5 Prepare new icon for your template:

Step 1 Use Filezilla or Winscp to copy your custom icon IPS.png (icon we have in ngips.php -
see sample at Section 12.3.1)
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This icon should be about 30-60 x 30-60 in the png format (switch.png is for example 65 x 33,
8-bit/color RGBA)

Step 2 Copy this new icon into /opt/unetlab/html/images/icons/

12.3.6 Template use

Step 1 Create directory /opt/unetlab/addons/gemu/ngips-6.2.83

mkdir /opt/unetlab/addons/gemu/ngips-6.2.83

Step 4.2 Upload image NGIPS, Refer Section: 12.2

12.4How to hide unused images in the node list

12.4.1 Prepare config.php
EVE has installed sample file: /opt/unetlab/html/includes/config.php.distribution

If you don't have already a file /opt/unetlab/html/includes/config.php, just copy sample to
config.php

cp /opt/unetlab/html/includes/config.php.distribution /opt/unetlab/html/includes/config.php

12.4.2 Edit config.php file

Original file content:
<?php
/* TEMPLATE MODE .missing or .hided

* .hided: will hide all template not present on system ( no image installed )
.missing: will display not selectable template not present ( no image installed )

*/

DEFINE ('TEMPLATE DISABLED','.missing') ;

/% Define custom templates:
*
* Create for exemple /opt/unetlab/html/templates/mytemplate.php and Create
/opt/unetlab/html/templates/othertemplate.php
L3 Then uncomment lines below
=
// $custom templates = Array(
// 'mytemplate' => 'My Custom Templatel',
// 'othertemplate' => 'An Other Template',
// 'othertemplate2' => 'An Other Template2'
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Change the line DEFINE('TEMPLATE_DISABLED',".missing") to:

If you will change this workto “hided”,
your nodes’ list will display only nodes which
are loaded images in the EVE.
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13EVE Resources

For additional updated information please follow our web site: http://www.eve-ng.net

How to updates: http://www.eve-ng.net/documentation/howto-s

How to videos: http://www.eve-ng.net/documentation/howto-s-2

FAQ: http://www.eve-ng.net/faq

Live support chat: http://www.eve-ng.net/live-helpdesk

For access to live chat use your Google account or create new chat account.

EVE forum: http://www.eve-ng.net/forum/

To access forum resources, please create a new forum account.

EVE YouTube channel:
https://www.youtube.com/playlist?list=PLF8yvsYkPZQ0myW7aVMZ80k8FU04UUqgjV

EVE Professional downloads: http://www.eve-ng.net/downloads/eve-ng

EVE Community version downloads, free: http://www.eve-ng.net/community

EVE Supported images: http://www.eve-ng.net/documentation/supported-images
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